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Document Conventions 

Throughout this document the following conventions and symbols are used to emphasize important points 
that you should read carefully, or menus, items or buttons you need to click or select. 

 

 

Caution: This symbol means that you should be careful to 
avoid unwanted results, such as potential damage to operating 
system functionality or loss of data 

 

Hint: Useful additional information that might help you save 
time. 

 

Information: Additional information about the current topic 

italics 

Italics represent fields, menu commands, and cross-
references. 

C: \ >command 

A fixed-width typeface represents messages or commands 
typed at a command prompt. 

Cancel 

Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must 
press those keys at the same time. For example, ALT+R 
means that you must hold down the ALT key while you press 
R. 

ALT, R, U 

A comma between two or more keys means that you must 
press them consecutively. For example óALT, R, Uô means that 
you must first press the Alt key, then the R key, and finally the 
U key. 
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1 Deploying DriveLock 
Configuration Settings 

This section covers several methods for deploying configuration settings to client computers. 

The following table provides an overview of the available deployment methods. You can use this information 
to help you determine which deployment method is most appropriate for your environment: 

 Central 
Configuration 

Requires 
DES 

Uses Existing 
Infrastructure 

History / 
Versioning 

Scalability Quick 
Configuration 

Local Policy No No No No - No 

Group Policy Yes No Yes (AD) No Very good No 

Centrally Stored 
Policy 

Yes Yes No Yes Good Yes 

Configuration 
File 

Yes No Yes (UNC, 
http, ftp) 

No Acceptable No 

 

It is recommended that you become familiar with a local policy before you start 
deploying settings to multiple client computers in your network.  

1.1 Creating and Using a Local Policy 

To configure a standalone computer with the DriveLock Agent installed, use a local policy. This configuration 
is only applied to the computer on which you are running the DriveLock Management Console. 
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To access the local settings, in the DriveLock Management Console, in the console tree, select ñLocal 
Policyò. 

You can configure global configuration settings, enable drive and device locking and create whitelists for 
drives or devices that you have identified on your computer by using the Device Scanner. Information about 
specific configuration settings can be found also in the DriveLock Administration Guide. 

A local policy can be used to test a company-wide policy on a single computer before deploying it to the rest 
of the network. Once you are satisfied with your configuration, you can export the settings to a file and then 
import them into another policy. 
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To export a configuration, in the task view click Export. In the file selection dialog box, select the target 
directory and type the name of the export file. The configuration file has a .dlr extension. 

 

To import the configuration settings into a policy, right-click CenterTools 
DriveLock and then click All Tasks Ą Import configuration. You can also export 
a policy from a GPO and import it into a local DriveLock policy. In addition, you 
can use the export procedure to back up your current configuration settings. 

Selecting the option ñSave agent configuration fileò generates an Agent configuration file (.cfg). You can use 
the file to deploy a DriveLock configuration when you donôt want to use Group Policy or when you deploy 
DriveLock in a network without Active Directory. 

To clear all configuration settings from an existing DriveLock policy, either local or GPO-based, right-click 
CenterTools DriveLock and then select All Tasks Ą Remove configuration. 
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1.2 Deploying Policies by Using Group Policy 

The easiest way to configure the DriveLock Agent on multiple computers in a network is by using an Active 
Directory Group Policy. DriveLock can be configured by using the Group Policy Object Editor in conjunction 
with the DriveLock Microsoft Management Console (MMC) snap-in. This snap-in is automatically installed as 
part of the DriveLock installation. 

DriveLock can use Group Policy to deploy settings to computers that belong to an Active Directory domain. 
The DriveLock Agent running on these computers automatically applies all settings that are contained in the 
Group Policy Object. 
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In Active Directory computers are often arranged in Organizational Units (OUs) to apply common settings to 
multiple computers. For example, an OU may contain all computers in a department or business unit. A 
DriveLock policy can be easily applied to all these computers by linking a Group Policy Objects containing 
DriveLock settings to the OU. Another reason to use OUs is delegation of administration tasks. Assigning 
GPOs to an OU instead of an entire domain or Active Directory site is a recommended practice because it 
allows you to maintain the appropriate protection level for each department or business unit. 

The steps for configuring settings in a GPO are identical to those for configuring a local policy. You can 
configure the same parameters, create whitelists and configure networking settings. 

To configure policy settings in the DriveLock Management Console, in the console tree, click ñGroup Policyò. 
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To add an existing GPO or create a new GPO that will contain DriveLock settings, in the task view, click Add 
Group Policy Object. In the selection dialog box, select the GPO that will contain the DriveLock settings. 
Select the GPO you added and then click Edit selected GPO. The Microsoft Group Policy Object Editor 
opens in a new window, allowing you to edit policy settings. 

 

The Group Policy Object Editor displays the same DriveLock configuration items in the console tree that are 
available when you use a local configuration. 
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In DriveLock 6 or higher changes to a Group Policy configuration must be 
explicitly saved. To apply your configuration changes to the group policy, click 
CenterTools DriveLock in the left pane of the Group Policy Object Editor and 
then click Save in the task view on the right. 

If you open the DriveLock policy on a server running Windows Server 2008 you will find the DriveLock 
configuration in a slightly different location. 

The DriveLock Agent service applies configuration changes immediately after Windows receives updated 
Group Policy settings from a domain controller. Depending on the time until the next scheduled Group Policy 
update, it may take several minutes after you change the configuration until this update takes place. To apply 
changes to a GPO immediately, manually initiate a Group Policy update. To do this, on the client computer 
open a command prompt window and then type the following command: 

gpupdate /force  

 

 

You can find more information about how to use Group Policy to deploy a 
DriveLock configuration in the technical article ñDriveLock Interaction with Active 
Directoryò, which is available on the DriveLock Web site (www.drivelock.com). 
This article also contains replication traffic information and deployment tips. 

1.3 Deploying Policies by Using Centrally Stored 
Policies 

In addition to Group Policy and configuration files you can distribute DriveLock settings using a Centrally 
Stored Policy (CSP). CSPs are similar to configuration files, but they are stored in the DriveLock database by 
the DriveLock Enterprise Service (DES) and retrieved from there by Agents. Unlike other types of policies, 
CSPs also automatically support versioning and change tracking and administrators can selectively publish 
CSPs. 

CSPs can be used in almost any network environment, including Active Directory, Novell Directory Service 
and workgroups. 

 

To use CSPs, the DriveLock Enterprise Service is required. 

A DriveLock Agent locates its CSP automatically using mDNS/DNS-SD or you can use the Software 
Deployment Wizard to create a customized MSI or MST installer file that includes the settings required for 
locating the correct DES server. 

You can find additional information about using DriveLock in a Novell network in the technical article 
ñDriveLock ï Interaction with Novellñ, which you can download from the DriveLock Web site. 

To create anew CSP, start the DriveLock Management Console (Start Ą All Programs Ą ;CenterTools 
DriveLock Ą DriveLock Management Console). 

http://www.drivelock.com/
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If Centrally Stored Polices are not available in the DriveLock Management 
Console, you are not connected to a DES server. To connect, right-click the main 
node CenterTools DriveLock and then click Choose DriveLock Enterprise 
Service. Select the server to connect to or type its name and port. 

In the console tree, go to Centrally stored policies and then in the right pane click Create new policy. 
DriveLock prompts you for the name of the new policy. After the policy has been created, a new window 
appears where you can configure the policy settings. 
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To start defining the configuration settings of the policy, select one of the following options: 

¶ Preconfigured settings: The initial DriveLock settings are configured based on the template you 
select. You are only prompted for a few details about your environment. This is the ideal starting point 
for evaluating DriveLock. 

¶ Assisted configuration: DriveLock only displays the most commonly used functionality of each module 
and uses wizards to make it easy to perform most configuration tasks. This mode adds tools to create 
policy exceptions and flexibility to respond to the needs of your organization. 

¶ Extended configuration: DriveLock displays all configuration options for each module. In this mode 
you create policy settings even for the most complex scenarios. 

 

Remember to enter your license information under Global settings (as described 
in the DriveLock Administration Guide).  

 

You can use the export and import functions to copy settings between different 
policy types, for example from a local policy to a CSP. 

To edit an existing CSP, in the console tree select Centrally stored policies, and then click Edit selected 
policy. 

When you have finished editing the policy, close the policy window. DriveLock prompts you whether you want 
to save the changes you made. Select from the following options: 

¶ Yes ð Save and publish: The policy is saved and then published. Once published, it becomes 
available to DriveLock Agents. 

¶ No ð Save: The policy is saved but not published. It is not available to DriveLock Agents until it gets 
published 
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¶ Cancel ð Discard changes: The policy is not saved and all changes are discarded. No new policy 
version is created or made available to DriveLock Agents. 

 

You can also save a policy at any time during editing by clicking the Save or Publish buttons on the toolbar. 

 

Unless the DriveLock Agent retrieves its policy using the Quick Configuration process described in this 
chapter, you need to provide the names of the DES server and the policy to the Agent before starting the 
installation. The easiest way to do this is to use the Deployment Wizard. To start this wizard, in the console 
tree right-click Centrally stored policies, point to All Tasks and then click Deployment wizard. For more 
information about using the Deployment Wizard, refer to the DriveLock Installation Manual. 

 

When a DriveLock Agent uses a CSP, it checks for changes to the policy settings 
at startup and at a configurable interval after that (default: 30 minutes). 

1.3.1 Quick Configuration: Selecting a Standard Policy for Use 
with DNS-SD 

To enable the distribution of a Centrally Stored Policy (CSP) using DNS-SD, a few configuration steps are 
required. A single DES server can save data for multiple entities (tenants). Each DES server hosts at least 
one tenant (default name: root). Any of the tenants on a DES server can be designated as the default. All 
events reported by clients that register using DNS-SD are saved for this default tenant. The default tenant can 
also be assigned a default CSP. When a client requests configuration settings from a DES server it has 
discovered, it will receive the default policy for the default tenant. 

To confirm the standard tenant of a DES server, in the console tree navigate to DriveLock Enterprise Services 
Ą Servers. Right-click the server and then click Properties. Ensure that the correct tenant name is selected 
on the General tab. 
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For more information about tenants, refer to the section Configuring Tenants in the chapter Configuring the 
DriveLock Enterprise Service. 

Next, to confirm the default policy for the tenant, navigate to DriveLock Enterprise Services Ą Tenants. Right-
click the default tenant from the preceding step and then click Properties. 
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Confirm or select the default policy to be distributed to Agents registering using DNS-SD. 

1.4 Deploying Policies by Using Configuration Files 

You can centrally install and configure DriveLock even in networks without Active Directory, such as networks 
using Novell NetWare. Since no Group Policy mechanism is available in such networks, you must distribute 
central DriveLock configuration settings by using a configuration file. This file can be placed on a central 
network drive (using a UNC path) or it can be accessed by using HTTP or FTP. 

Using configuration files is similar to using Group Policy. However, user-specific configuration options are 
limited when Active Directory is not available as the central user database. You can still use local users or 
groups in your configuration settings. Also, you can use Novell eDirectory, if available. 

You can find additional information about using DriveLock in a Novell network in the whitepaper ñDriveLock ï 
Interaction with Novellñ, which you can download from the DriveLock Web site. 

Start the DriveLock Management Console (Start Ą Programs Ą CenterTools DriveLock Ą DriveLock 
Configuration). 
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In the console tree, click ñConfiguration filesò, and then in the right pane click Create new Configuration file. 
DriveLock prompts you to provide the name and location of the new configuration file and then opens a new 
DriveLock Management Console window where you can configure the policy settings. 

 

Remember to enter your license information under Global settings (as described 
in the DriveLock Administration Guide).  

 

You can transfer settings between a configuration file and other policy types by 
using the Import configuration and Export configuration commands. 

To edit an existing configuration file, select ñConfiguration filesò in the console tree, and then in the right pane 
click Open Configuration file. In the dialog box, type the file name and location and then click Open. The 
configuration file will appear in the right pane. 

Select the file, and then click Edit selected file to open a new DriveLock Management Console window. 
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The DriveLock Management Console automatically saves changes you make to 
a configuration file when you close the window. 

When you have finished editing your configuration, close the window. To save the file using a different name, 
right-click the top node in the console tree, and then click Save as. 

Once the changes are complete, apply the configuration to client computers by copying the configuration file 
to the network location from which clients retrieve their policy settings, replacing the old configuration file with 
the new one. 

You must configure the DriveLock Agent that you distribute to client computers to obtain its configuration 
settings from the configuration file. To facilitate this process, DriveLock contains a software distribution 
assistant that can create a customized MSI or MST file. You can use the DriveLock Deployment Wizard, 
which is described the document ñDriveLock Installation Guideò, to deploy configuration settings. 

The DriveLock Agent can retrieve configuration files using any of the following methods: 

¶ UNC:  For example ñ\\myserver\share$\drivelock\dlconfig.cfgò 

¶ FTP:  For example ñmyserver/pub/drivelock/dlconfig.cfgò 

¶ HTTP:  For example ñhttp://myserver/drivelock/dlconfig.cfgò 

In environments without Active Directory (such as Novell NetWare) you must specify the location of the 
configuration file during the Agent installation (as described in the document ñDriveLock Installation Guideò). 

 

You should create an initial configuration file prior to the Agent rollout and then 
specify the location of the configuration file during setup by using the command 
line or a modified installation file.  

The DriveLock Agent reads the configuration file during installation and then starts enforcing the policies in 
this file. 
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When you use configuration files, the Agent only checks for changes 
to the configuration file when the DriveLock Agent service starts or at 
an interval that you can configure. 
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2 Scanning Your Network with the 
Device Scanner 

Before configuring rules it can be helpful to gather information about which drives and devices are currently 
attached to computers on your network and which ones were preciously attached. To do this, you use the 
DriveLock Device Scanner. 

The Device Scanner scans computers in your network for records of current and historic device and drive 
usage and saves this information in a local database. If you use the DriveLock Enterprise Service, you can 
also save the scanning results in its central database. You can even scan computers where the DriveLock 
Agent is not installed. 

When the scan has completed you can review the results for unauthorized device use or to get an overview of 
which devices have been used in your network so far. 

 

You can also use the data from a Device Scanner scan to create whitelists of 
allowed devices. This makes an initial scan of your network an essential step in 
preparing to configure DriveLock. 

2.1 Using the Device Scanner 

To administer DriveLock, start the DriveLock Management Console. (Start Ą Programs Ą CenterTools 
DriveLock Ą DriveLock Configuration). 
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To start the Device Scanner, in the left pane, click Device Scanner. 
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In the DriveLock Management Console, in the console tree, click Device Scanner, and then in the right pane, 
click Start scanning. 

 

To scan a computer you must be able to connect to it by using the RPC protocol 
and have permissions to read the ñHKLM\SYSTEMò registry key. Usually 
members of the group Domain Users have the required permissions. 
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Click Next. 

 

To create a list of computers to scan, click Add. 

Select the computers to scan from the following options: 

¶ Active Directory Computer or Group: Select a single computer or a group containing computers from 
Active Directory. 

¶ Active Directory Organizational Unit: Select an organizational unit (OU) containing computers from 
Active Directory. 
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¶ By Name: Type a single computer name or an IP address. Names and addresses are not validated at 
this stage. 

¶ IP Network: Define an IP address range. IP addresses are not validated at this stage. 

¶ From Neighborhood: Adds all computers from the network neighborhood on your computer to the list. 

 

Scanning your network neighborhood may take a long time and may result in a 
long list of computers, depending on your network environment. 

To add more computers click Add again and add additional computers until the list contains all computers you 
want to scan. 

To remove computers from the list, click Remove. 

 

Once you have added the computers you want to scan, click Next. 



 

   Page  22 

 

If a computer is offline or doesnôt exist, the Device Scanner skips this computer and scans the next computer 
after approximately 30 seconds. To speed up this process you can configure DriveLock to send first a Ping 
packet to each computer. Only computers that respond in the specified time will be scanned by DriveLock; 
other computers are skipped. 

You can specify user credentials to log on to the computers to be scanned, typically an administrative 
account. To retrieve additional information about the computer, such as the operating system, select the 
ñRetrieve extended computer informationò checkbox. Retrieving extended information slightly increases the 
time needed for scanning. 

Click Next to continue. 
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Type the location where the database file will be stored. The default is in the DriveLock installation folder: 
C:\Program Files\CenterTools\DriveLock\DLDevices.sdb. 

If you have the DriveLock Enterprise Service installed, you can also send the scan results to the DriveLock 
database by specifying a server connection.. 

To start the scan, click Next. 

 

DriveLock displays the status during the scan. Up to four computers are scanned at the same time. You can 
cancel the scan at any time. 

 

When the scan is complete, DriveLock displays the status of the scanned computers. Click Next. 
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To close the wizard, click Finish. 

2.2 Reviewing Scan Results 

You can review the scan results in the DriveLock Management Console. To do this, DriveLock needs to 
access the Device Scanner database. 
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To select a different database, click Device Scanner, and then in the right pane click Select scanning 
database source. 

 

DriveLock displays the default database location ñC:\Program Files\CenterTools\DriveLock\ DLDevices.sdbò. 
Type the name and location of the database and then click OK. 

If you have the DriveLock Enterprise Service installed, you can also send the scan results to the DriveLock 
database by selecting a configured server connection. 

Click Statistics to view a chart that displays detailed statistics about the number of drives or devices that 
have been attached to computers. 

Once DriveLock has opened the database, you can select from the following categories to display the data: 

¶ Computers 

¶ Devices by computer 

¶ Drives by computer 

To open a category, double-click it or select the category and then click Display selected scan results. 

The computer listing contains the computers that were scanned and the number of the drives and devices 
detected on each computer during the scan. 
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Click Details to view additional information about the computer. 

 

Use the other two categories to view detailed information about the drives or devices that were detected on 
each computer. 
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Click <all> to display all devices or drives discovered during the scan. 

Click the name of a computer to display the devices or drives that were ever connected to that computer. 

The right pane displays the devices and vendor or product names, depending on the category you are 
viewing. DriveLock also displays the date and time when the drive or device was used for the first time and 
when it was most recently accessed. DriveLock determines the values for First used and Last used from the 
creation and modification dates of the registry keys for the devices. 
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To display detailed information about a device or drive, double-click the item or select it and then click 
Details. 
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3 Configuring Global DriveLock 
Settings 

Use the DriveLock Management Console to perform day-to-day management tasks and to configure 
DriveLock. The following sections cover the most important settings. 

Global settings in a DriveLock policy apply to all Agents that use this policy, whether applied by a Group 
Policy Object (GPO) or a configuration file. When using a local configuration, the global settings apply to the 
local Agent only. Global settings for the Management Console, such as Agent remote control permissions, 
that are stored in a GPO or in a configuration file are applied on the computer where you run the Management 
Console, even if the DriveLock Agent is not installed on this computer. 

 

It is recommended to use Group Policy permission settings to ensure that only 
authorized administrators can view or modify the DriveLock policy. If you use a 
configuration file, use Windows file permissions to implement such controls. 

3.1 Using Predefined Security Configurations 

When you create the first DriveLock configuration you can start with one of the predefined security 
configurations and skip configuring many individual settings. This can make it much easier and quicker to get 
started with DriveLock. 
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If you are using a local policy for testing, in the console tree click Local policy. The Getting started window 
appears. This window also appears when you open a configuration file, centrally stored policy or Group Policy 
Object for the first time and then click CenterTools DriveLock in the console tree. 

 

In the Getting started dialog box, select one of the preconfigured policies. A short description of the policy 
settings appears below the selection. When you click Apply, DriveLock starts the Configuration Wizard, which 
guides you through the steps to configure additional required settings, such as license activation and DES 
server configuration. Once you have completed the wizard, DriveLock applies all settings. 

For more information about license activation and configuration of a DES connection, refer to the sections 
ñLicensingò and òConfiguring DES connectionsñ. 

3.2 DriveLock Management Console 

This chapter covers how to configure the Management Console and how to restrict access to management 
console functions so that only authorized administrators can use them. 

3.2.1 Changing the User Interface Language 

To change the user interface language of the Management Console, in the console tree, right-click 
CenterTools DriveLock then click All tasks Ą User interface language. 






































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































