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Document Conventions 

Throughout this document the following conventions and symbols are used to emphasize important points 
that you should read carefully, or menus, items or buttons you need to click or select. 

 

 

Caution: This symbol means that you should be careful to 
avoid unwanted results, such as potential damage to operating 
system functionality or loss of data 

 

Hint: Useful additional information that might help you save 
time. 

 

Information: Additional information about the current topic 

italics 

Italics represent fields, menu commands, and cross-
references. 

C: \ >command 

A fixed-width typeface represents messages or commands 
typed at a command prompt. 

Cancel 

Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must 
press those keys at the same time. For example, ALT+R 
means that you must hold down the ALT key while you press 
R. 

ALT, R, U 

A comma between two or more keys means that you must 
press them consecutively. For example óALT, R, Uô means that 
you must first press the Alt key, then the R key, and finally the 
U key. 

 

 



 

   Page  1 

1 Using the DriveLock Control 
Center 

You can use the DriveLock Control Center (DCC) to view the health status of computers in your network, 
create reports and investigate incidents. The DCC communicates directly with the DriveLock Enterprise 
Service, which retrieves information reported by DriveLock Agents from the database server where it stores 
this data. 

You can install and run the DCC on the server where the DriveLock Enterprise Service is running or on one or 
more administrative workstations. 

2 Navigating the DriveLock Control 
Center 

This section contains information about how to get started using the DriveLock Control Center (DCC). It also 
describes how to accomplish common tasks in the DCC and how to navigate its user interface. 

The DCC contains two main tabs, the Start tab and the Options tab. The Start tab is where you perform all 
common tasks, including monitoring, reporting, forensics and helpdesk tasks. On the Options tab you 
configure various settings for the overall operations of the DCC, including permissions, language and others. 

When you open the DCC, the Start tab is displayed. 
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Below the Start tab, one or more ribbons are displayed that let you perform the functions that are available in 
the current view. Ribbons are divided into sections, each of which contains buttons for performing actions that 
are related to tasks. The DCC only displays the ribbons that apply to the current view. 

               

The Views ribbon, which is always displayed, lets you switch between DCC areas that correspond to common 
administration tasks: 

¶ Home: View the overall health of your DriveLock environment, including operational statistics and 
DriveLock Agent status. 

¶ Helpdesk: View information about the status of DriveLock Agents, licensing status and encryption 
recovery. 

¶ Forensics: Perform in-depth analysis of DriveLock events to investigate security issues. For 
example, you can search for all flash drives that a user plugged into a computer and then investigate 
which other computers these flash drives were used on. 

¶ Reports: Create reports about various types of endpoint activity that is monitored by DriveLock. You 
can also print reports, export report data and save report definitions for future use. You can also 
configure reports to be automatically created and distributed via e-mail. 

¶ Inventory: View a summary of the devices that are connected to computers and software that is 
installed on computers. 
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In addition the Start tab includes important information about your environment and statistics about DriveLock 
operations. 

Each of the views will be explained in more detail in this manual. 

When you open a new view, for example when you create a report, it is displayed in a new page below the 
ribbon bar. 

 

To move to one of the tabs, click the tab. To close a tab, first select the tab and then click the  button at the 
top right corner of the tab. 

To view information about the DCC version, click the  button at the top left of the window and then click 
About. 

2.1 Customizing the DCC 

You can customize the user interface of the DCC to adjust to the way you work and to provide easy access to 
commonly used commands. 

2.1.1 Using the Quick Access Toolbar 

As you use the DCC you may find that you frequently use certain commands. To quickly gain access to these 
commands, you can add them to the Quick Access Toolbar. To add a command to this toolbar, right-click the 
command button on a ribbon and then click Add to Quick Access Toolbar. These commands are shown in 
the Quick Access Toolbar, which is displayed at the top of the DCC window by default. 

 

Clicking a button on the Quick Access Toolbar performs the same task as clicking the corresponding button 
on a ribbon. 

To remove a command from the Quick Access Toolbar, right-click the command button and then click 
Remove from Quick Access Toolbar. 

By default the Quick Access Toolbar is displayed above the ribbon; to display it below the ribbon instead, click 

the  button and then click Show Quick Access Toolbar Below the Ribbon. To move the Quick Access 
Toolbar to the top of the screen again, click Show Quick Access Toolbar Above the Ribbon. 

2.1.2 Controlling the Ribbon Display 

You can temporarily minimize the ribbon to allocate more space to the contents of the current tab. To 
minimize the ribbon, right-click a tab or a ribbon name, such as Views and then click Minimize the Ribbon. 
To temporarily view minimized ribbons, click the current tab, such as Start or Options. Once you click a 
command on the ribbon, it is minimized again. To stop minimizing the ribbon, right-click a tab or a ribbon 
name, and then click Minimize the Ribbon. 
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3 Using the Home View 

The DCC Home view displays overview information that corresponds to various DriveLock functional areas. 
Several of these areas contain subcategories. To view relevant information, on the left side of the screen, first 
click the functional area and then click the subcategory. For example to view statistics about blocked drives, 
first click Device Control, and then click Drive. 

 

The Home view can display information about the following functional areas: 

¶ Overview: View information about licensing, the status of DriveLock Agents and general statistics 
about computers, event messages, inventory collection and users in your environment. 

¶ Antivirus: View information about the status of antivirus signature distribution, infections, quarantined 
files and statistics about virus activity over time. 

¶ Device control: View information about which drives, devices and files have been most often and 
most recently blocked. 

¶ Application control: View information about which applications have been most often and most 
recently blocked. 

¶ Encryption: View information about the status of Full Disk Encryption on computers in your 
environment and information about drives and containers that are encrypted using mobile media 
encryption (Encryption 2-Go). 

On many graphs and tables on the Home view you can click an item, such as a drive or device, to open a new 
forensic view where you can further research information associated with this item. 
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4 Creating Reports 

The DriveLock Control Center provides an extensive reporting environment, allowing administrators to easily 
discover endpoint activity trends and to create printed reports or send reports via e-mail that document the 
details of this activity. 

4.1 Viewing Reports 

To access DCC reporting, on the Views ribbon click the Report button. To open a recently created report, 
click the report name. To view another report, click Open. The Open Report window opens, displaying all 
available reports. 

 

On the left side of the screen you can filter the reports that are displayed by selecting the publication level and 
report labels. The following publication levels are available: 

¶ All: Displays all available reports. 

¶ Built-in: Displays only reports that are included with the DCC by default. The All Events report 
displays all events in the DCC database. Other reports only display events in a single category. 

¶ Personal: Custom reports that you saved for your own use. 

¶ Published: Custom reports that a DCC administrator saved and made available to other 
administrators. 
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You or another administrator may have also assigned a label to easily keep track of reports. To view only 
reports that have been assigned a label, on the left side of the window, select Labels and then click the label 
by which you want to filter reports. 

To view a report, select it and then, on the ribbon, click Open. 

 

When you view a report, the DCC displays one row for each event. In addition to the data in this row, you can 
view additional information about the currently selected event at the bottom of the report tab. 

4.1.1 Customizing Report Columns 

When viewing a report you can change which columns are displayed, the width of each column and the order 
in which the columns are displayed. 

To control which of the available columns are displayed in the current report, perform one of the following 
actions: 

¶ To display or hide a column, click the Columns button on the Sort/Group ribbon and then click the 
column name. 

¶ Right-click the header of any column, and then click Column Chooser to display the Customization 
dialog box. To hide a column, drag and drop its header from the report to the Customization dialog 
box. To display a hidden column, drag its header from the Customization dialog box to the header 
row of the report. To close the Customization dialog box, click the button at its top right corner. 

¶ To remove a column from the current layout, right-click the column header and then click Remove 
This Column. 

To change the width of a column, perform one of the following actions: 

¶ Click and drag the right border of a column heading. 

¶ To change the width of a column to match the width of the data in it, right-click the column header and 
then click Best Fit. 
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¶ To change the width of all columns to match the width of the data in them, right-click any column 
header and then click Best Fit (all columns). 

To change the order in which columns are displayed, drag column headers to the left or the right. Columns 
are displayed in the resulting order. 

4.1.2 Sorting Report Data 

To sort report data based on the values in one of the columns, perform one of the following actions: 

¶ On the Sort/Group ribbon, click the Sort button and then click the column to use for sorting. 

¶ Click the header of the column to use for sorting. 

¶ Right-click the header of the column to use for sorting, and then click Sort Ascending or Sort 
Descending. 

An arrow in the column header indicates that the data is sorted based on the values of that column. The 
direction of the arrow indicates whether the sort order is ascending or descending. 

 

When events are sorted based on the values in a column and you then select the same column for sorting 
again, the sort order toggles between ascending and descending. 

To remove the current sort order, right-click the header of the column that is used for sorting and then click 
Clear Sorting. 

4.1.3 Grouping Report Data 

To consolidate a large number of events in a report you can group them according to criteria that you define. 
Grouping creates a consolidated view where events with identical values in a column are grouped together 
For example, you can group event data by the Event Type. Once you have grouped data, you can expand or 
collapse each group to control the amount of details that is displayed in the report. 

To group report data based on the values in a column, perform one of the following actions: 

¶ On the Sort/Group ribbon, click the Group button and then click the column to use for grouping. 

¶ Right-click the header of the column to use for grouping, and then click Group by this column. 

¶ Drag and drop the header of the column to use for grouping to the Group By box, which is the dark 
blue box above the column headers. 

 

 

You can customize DCC report tabs to control whether the Group By box is 
displayed. To toggle the display of this box, right-click a column header, and then 
click Show / Hide Group By Box. 

To create a multi-level outline, repeat the process. For example, to group all events by Event Type and to 
further group them according to the computer where they were generated, fist group by Event Type and then 
group by Computer. The Group by box displays the current grouping hierarchy. 
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To expand the contents of a group, click the  button to the left of the group. To collapse the contents of a 

group, click the  button. To expand all groups, right-click a column header in the Group by box, and then 
click Full Expand. To collapse all groups, right-click a column header in the Group by box, and then click Full 
Collapse. 

To remove grouping, perform one of the following actions: 

¶ On the Report ribbon, click the Group button and then click a column that is currently used for 
grouping 

¶ Right-click a column header in the Group By box, and then click Ungroup. 

¶ Drag and drop a column header that is currently used for grouping from the Group By box to the 
header row of the report. 

4.1.4 Changing the Report Time Range 

Selecting a time range for events to be included in the report is a quick way to filter data so only the most 
recent events are displayed. 

By default only events for the last 5 days are displayed. To change the time range for which events are 
included in the report, on the Time range ribbon, click the Range button and then move the slider to the 
desired time range. 

 

To set specific start and end dates, on the Time range ribbon, click the Start/end button and then type the 
start and end dates. 

 

If you frequently need to view reports covering a different period than the default, 
you can change the time range and then save the report. When you open the 
saved report, it automatically contains events covering the selected time range. 
For more information about saved reports, refer to the section ñSaving a Reportò. 

4.1.5 Filtering Report Data 

The DCC contains rich data filtering capabilities that you can use to control which data is displayed in a 
report. You can define both simple filter conditions and detailed logical expressions. 

To create a filter, on the Filter ribbon, click the Editor button. You can use the Filter Editor to define one or 
more conditions using standard logical expressions. Only events that match your filter expressions are 
displayed. 
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To create a filter condition, perform the following steps in the Filter Editor: 

¶ Click the (+) button. 

 

¶ In the new filter condition, click [Type] and then click the name of a column to be evaluated for the 
filter. 

Click Equals and then click one of the displayed expressions. Which expressions are available depends on 
the columnôs data type. Examples of expressions include Equals, Is greater than, Is less than, Contains, 
Begins with and Ends with. 

¶ Click <enter a value> and then select or type the value to be includes in the expression. Depending 
on the data type of the column, you can select from a list, a calendar or type a value. 

By default, when you add multiple conditions, the Filter Panel combines them with an And operator. This 
means that only events that match all conditions are displayed. To change the operator type, click And and 
then click of the following operators: 

¶ And: Only events that match all of the conditions are displayed. 

¶ Or: Events that match any of the conditions are displayed. 

¶ Not And: Only events that match none of the conditions are displayed. 

¶ Not Or: Events that donôt match at least one of the conditions are displayed. 

To add additional conditions to a filter expression, click an operator and then click Add Condition. 

To enable complex filtering, you can group and nest filter conditions. For example, to create a filter that 
displays all Warning and Error during April 2010, create the following groups of conditions: 

¶ Type equals Warning Or Type equals Error. 

¶ Date Is greater than July 3, 2011 And Date Is less than July 30, 2011. 

¶ Combine the two previous groups of conditions with an And operator. 
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To add a new group, click an existing operator, such as And or Or, and then click Add Group. A new group is 
displayed at an indented level below the current operator. The new group initially contains an empty filter 
condition. You can change the operator for the group, edit the filter condition or add additional conditions to 
the group. 

The DCC always evaluates the conditions in each group at the lowest level of the outline. The results from 
each group are then evaluated using the operator at the next higher level. The events that are displayed are 
the result of the entire logical expression. 

To remove a single condition, click the (x) button to the right of the condition. To remove a group, click the 
operator for the group and then click the (x) button to the right of the group operator. Alternatively, click the 
group operator and then click Remove Group. To clear all conditions, click the top-level operator and then 
click Clear All. 

To remove a filter from a report view, on the Filter ribbon, click the No filter button. 

 

The DCC displays a summary of the current filter below the event data. 

To further edit the filter, you can click the Edit Filter button in this summary. 

To temporarily remove or re-apply the current filter, clear or select the checkbox to the left of the filter 

summary. To temporarily remove just a subset of the filter conditions, click the  button and then select one 
of the displayed filter conditions. 
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You can also remove a filter by clicking the  button in the filter summary. 

4.1.6 Dynamic Filtering 

The first line in a report (highlighted in the graphic using a red line) is used to enter filter criteria. 

 

For example, to find all events with an Event ID of 243, in the event-ID filter field, type ñ243ò. The report is 
automatically filtered to only display the matching events. To further filter events by user, in the user filter field, 
type a user name. The filter result only contains events with an Event ID of 243 generated by the user you 
specified. Instead of typing filter criteria you can also select from existing data in the report by clicking the 
Filter button (highlighted in the graphic using a red line) in the top right corner of the column label and then 
selecting an existing value. 

 

To select a data range, click the Filter button in the top right corner of the Date / Time column label. The DCC 
displays a dialog box that lets you select a specific day or a predefined date range. 

 

To select a custom date range, click and drag the range, or click the first date in the range, press the SHIFT 
key and then click the last date in the range. 

4.1.7 Updating Report Data 

Event data may change while you view a report. For example, clients may have sent new events to the DCC 
after you opened a report view. To update the current report with the most recent data, on the Report ribbon, 
click the Refresh button. 
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4.2 Printing and Exporting Report Data 

You can use the DCC to print data customize the formatting of printed pages. If you need to save the report 
data for further processing or future reference, you can export the report data to a file in one of several 
formats. You can also send a file containing exported data as an e-mail attachment to one or more recipients. 
Both the print and export functions are described in this chapter. To start the process of exporting or printing 
data, on the Report ribbon, click the Print Preview button. 

The DCC displays a preview of the printout or data to be exported. 

4.2.1 Formatting Pages and Using Print Preview 

To customize the layout, you use the buttons on the Print Preview ribbon. 

4.2.1.1 Page Setup 

Click the Header/Footer button to open the Header and Footer dialog box. 

 

Type the text to be displayed on the left side, the center and the right side of the header and footer lines in the 
appropriate fields. Using the controls at the top of the dialog box, you can change the font and change the 
vertical alignment of each section (top, center or bottom). Use the buttons at the left to insert any of the 
following placeholders that the DC will replace with the current data when the report is printed or saved: 

¶  Prints the page number 

¶  Prints the total number of pages (Page # of ##) 

¶  Prints the current date 

¶  Prints the current time (hh:mm) 

¶  Prints the name of the current user 

Click the Scale button to configure the scaling parameters. Use scaling to adjust the data to fit on one or more 
pages. You can also use scaling to enlarge the content on the page for easier viewing. 
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Click the Margins button to change the paper margins. Select one of the pre-configured margin sizes or click 
Custom Margins to define other settings. You can also adjust the margins by dragging the four dotted lines 
in the print preview window. 

Click the Orientation button to toggle the paper orientation between Portrait and Landscape. 

Click the Size button to change the paper size. 

4.2.1.2 Navigation 

To find text in the print preview, click the Find button. The Find dialog box appears. 

 

After selecting any required search options, click Find next, to highlight the next occurrence of the search text 
in the print preview. 

4.2.1.3 Adjusting the Print Preview 

You can adjust the size at which the print preview is displayed on your screen, display only part of a page or 
display one or more pages at the same time. 

Use the Zoom Out and Zoom In buttons to change the display size, or click the Zoom button to select the 
magnification setting or to display two pages at the same time. You can also use the slider at the bottom of 
the screen to quickly change the magnification level. To display more than two pages at the same time, click 
the Many Pages button, and then select the desired number of pages. 

To toggle between the current magnification and displaying an entire page, click the Magnifier button  and 
then click anywhere in the page preview. 

Use the Hand button  to enable dragging the page around your screen to view a different part of the page 
without using the scroll bars. 

When you are done using the Hand or Magnifier tools, click the Mouse Pointer button  to resume normal 
mouse behavior. 
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4.2.1.4 Formatting the Page Background 

To change the overall appearance of a printed report you can set the page background color. You can also 
add a watermark that is displayed as a background on all report pages. Watermarks are most commonly used 
for corporate branding or to highlight the status of a document, such as ñConfidentialò or ñDraftò. You can use 
either a graphic or formatted text for a watermark. 

To change the page color, click the Page Color button and then select a color. You can select from the 
following color types: 

¶ Custom: Appropriate for printing. 

¶ Web: Appropriate for display in a Web browser or printing. 

¶ System: Appropriate for on-screen display or printing. 

To create a watermark that will be displayed on each page, click the Watermark button. The Watermark 
dialog box appears. 

 

To use text as a watermark, in the Watermark dialog box, select the Text Watermark tab. In the Text box, 
select from a list of common watermarks or type the text watermark. Next, select the desired text placement, 
formatting and pages on which the watermark will be displayed. The preview picture shows how the 
watermark will appear on the page. 

To use a picture as a watermark, in the Watermark dialog box, select the Picture Watermark tab. 
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To select the image to be used as a watermark, click Load image and then select a graphics file. Next, select 
the desired picture placement, formatting and pages on which the watermark will be displayed. The preview 
picture shows how the watermark will appear on the page. 

4.2.2 Printing a Report 

To print a report, use one of the two print buttons. 

Click the Print button to select a printer and specify print options. Click the Quick Print button to send the 
document to the default printer using the current print settings. 

4.2.3 Exporting Report Data 

Instead of printing the data in a report you can export the data for further analysis and formatting in another 
program, to refer to the data later or to share the report data with others. 

 

Some of the available file formats ignore page settings that you may have 
configured, such as headers, footers and watermarks. 

You can export data in the following file formats: 

¶ Portable Document Format (PDF) 

¶ Web Page (HTML) 

¶ Single File Web Page (MHT) 

¶ Rich text format (RTF) 

¶ Excel (XLS) 

¶ Excel 2007 (XLSX) 

¶ Character separated values text (CSV) 

¶ Plain text (TXT) 

¶ Image (BMP, EMF, WMF, GIF, JPG, PNG, TIFF) 

Click the arrow on the Save button to display a menu and then select the desired format. The Export Options 
dialog appears. The options available in this dialog box depend on the export format you selected. 
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In the Export Options dialog box, select any of the available formatting choices, type a document name and 
then click OK. In the Save dialog box, specify a folder and file name to save your file to and then click Save. 
When the DCC has finished saving the file you are prompted whether you want to immediately open the file 
using the default program associated with the file type. 

To generate a file containing in one of the export formats and send it to a recipient by e-mail, click the arrow 
next to the E-mail button. After you select the formatting choices and save the file, you will be prompted for 
the recipientôs e-mail address and the DCC will send the report file as an attachment to the recipient.  

 

To send a report by e-mail, an e-mail program needs to be installed on your 
computer and your Windows user profile needs to contain an e-mail profile. 

To return to the Report view, click the Close Print Preview button. 

4.3 Managing Report Definitions 

You can save report definitions so you can use them again at a later time. This includes all elements of the 
report, such as filters, sorting criteria and formatting. You can also publish a saved report definition so other 
administrators can use it. 

To change the properties of a report, on the Open Report tab, select the report. To view more information 

about a report, click the  buttons at the right of the window to expand the sections containing settings .In the 
report Properties dialog box, edit the report name, comment or permissions and then click OK. 

To delete a saved report definition, on the report tab, in the ribbon, click the Delete button. 
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4.3.1 Saving a Report 

To save a report definition, on a report tab, on the Report ribbon, click the Save button and then click Save 
as. Type a report name and, optionally, a comment, and then click OK. To save changes to an existing report 
definition, click the Save button and then click Save. 

 

4.3.2 Publishing a Report 

To share a saved report with other users you must publish the report. To publish a saved report, on the 
Report ribbon click the Save button and then click Publish. 

 

4.3.3 Changing Report Permissions 

To change which users can access or modify a built-in or published report, on the Open Report tab, select the 

report and then, on the right side of the window, click the  next to Security to view the current security 
settings for the report. 
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To change security settings for the report, click the Add and Remove buttons to change the users and groups 
that are assigned permissions. For each user and group, select the appropriate Allow and Deny checkboxes 
to grant or deny the following permissions for each user or group: 

¶ Full: Can make changes to the report definition and change permissions. 

¶ Change: Can make changes to the report definition. 

¶ Read: Can view the report definition. 

4.3.4 Managing Reports 

To copy a saved or published report, select the report and then on the Report ribbon, click Copy. Type a 
name for the copied report and optional comment, and then click Save. 

To categorize reports and provide easy access to them, you can assign labels to reports, for example 
ñMonthly Reportsò or ñDrive Activity Reportsò. You can view all reports with the same label by selecting the 
label on the Open Report tab. You can also assign multiple labels to the same report. The DCC contains the 
built-in labels All, Built-in, Published and Personal. You canôt modify these built-in labels but you can create 
and modify your own personal labels. To view the currently defined labels, click the Labels section on the left 
side of the Open Report tab. 

To create a new label, on the Open Report tab, on the Label ribbon, click the New button. 

 

Type the name of the label and then click OK. To delete a label, select the Labels section on the left side of 
the screen, click the label and then click the Delete button. To edit a label, select the label and then click the 
Edit button. The Properties dialog box appears. 
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On the General tab you can change the name of the label. On the Security tab you can change the 
permissions for the label. 
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To change the permissions, click the Add and Remove buttons to change the users and groups that are 
assigned permissions. For each user and group, select the appropriate Allow and Deny checkboxes to grant 
or deny the following permissions for each user or group: 

¶ Full: Can make changes to the label name and permissions, view the label permissions and the label 
itself. 

¶ Change: Can make changes to the label name. 

¶ Read: Can view the label permissions. 

¶ Visible: Can view the label in the menu. 

To assign labels to a report, on the Open Report tab, select the report and then, on the right side of the 

window, click the  next to Label to view the currently defined labels. Select the checkbox next to each label 
you want to apply to the report. 

4.4 Configuring Automatic Report Generation 

You can configure any report, including forensics reports and inventory reports, to be automatically 
generated. The DES server generates such reports at the times you specify and sends them as PDF 
attachments via e-mail. This provides easy access to information that needs to be reviewed regularly without 
the need to run the DCC to create a report. 

To view existing schedules for automatic report generation, on the Open Report tab select the report and 

then, on the right side of the window, click the  next to Schedule to view all currently defined schedules. 

To create a new schedule, on the Schedule ribbon, click New. 
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Type a name for the schedule and select the time and interval for the report generation. Click Add to add one 
or more e-mail addresses of recipients for this report, and then click OK to save the settings. 

 

To enable the sending of reports you need to configure the DES server to use an 
SMTP server. For information about how to configure the DES server, refer to 
the section Configuring E-Mail Settings for Scheduled Reports in the DriveLock 
Enterprise Service Manual. 

To edit an existing schedule, select it and then on the Schedule ribbon, click Edit. To delete a schedule, 
select it and then on the Schedule ribbon, click Delete. 

5 Performing Forensic Analysis 

The DriveLock Control Center contains powerful analysis functionality that lets you perform forensic analysis 
of event data that has been recorded by DriveLock Agents. You can use this forensic analysis to quickly find 
relevant information about the security of your endpoints. For example, you can use DCC forensics to see 
which flash drives a user plugged into a computer and then investigate on which other computers these flash 
drives were used. Another example of forensic analysis is to find out which files were ever copied to a specific 
flash drive and who copied the files. Performing forensic analysis is similar to creating reports, but you also 
have access to tools that allow you to drill down into the report data and gather additional information about 
specific events in the report and to discover patterns. In effect, forensic analysis lets you create additional 
detailed reports about selected events in an existing report. Another way to think about forensic analysis is as 
cross-referencing multiple reports. 

 

For information on tasks that are common to regular reports and forensics 
reports, such as printing, publishing and security settings, refer to the 
corresponding section in the chapter Creating Reports of this manual. 
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5.1 Starting a Forensic Analysis 

To start a forensic analysis, on the Views ribbon, click the Forensics button and then click Open. On the 
Open Forensics tab, select the starting point of your analysis, such as users, and then on the Forensics 
ribbon, click the Open button. 

 

5.1.1 Viewing Event Details 

When you select an event in a forensic analysis view you can easily view all available information about the 
event in the Detail window at the bottom of the window. 

 

5.1.2 Drilling Down into Data 

To view additional information about one or more events in a forensic analysis view, you can drill down into 
the data. Drilling down means viewing additional information about selected entities. For example, you can 
drill down into a drive that is displayed to view all file events that are associated with the drive. 

To start a drilldown, select an item in the current forensics results, select the item and then on the Drilldown 
ribbon, click Current Selection. A list of entities to which you can drill down is displayed. Click the entity type 
to which you want to drill down. The DCC displays the results of the drilldown. 
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The new forensic analysis view displays event information about the new data category, containing only data 
for the events you selected in the previous step. The navigation pane on the left side of the screen displays 
an outline containing the selected events and the drill-down actions you performed to get to the current view. 

To expand or collapse the navigation view, click the  or  buttons. You can also move through the display 
to go back one or more steps and remove filters. 

To clear all drilldown steps, on the Drill down ribbon, click the Clear button. 

 

Instead of using the buttons on the Drill down ribbon, you can also right-click a 
displayed item and then select the desired drilldown action. 

To start a new forensic analysis based on the currently displayed results, on the Drill down tab, click the New 
Forensic button. 

5.1.3 Widening Drilldown Results 

When the current results include similar events, the Drill down ribbon may include additional buttons that let 
you drill down into the results while ignoring certain details. For example, when viewing drives, you can select 
the Vendor, Product button to perform a drilldown for all drives with the same vendor and product IDs as the 
current selection, ignoring the driveôs serial number. When drilling down into events, the Event ID button lets 
you drill down into all events with the same event ID as the current selection. 

5.2 Managing Forensics Reports 

The process for saving, publishing and scheduling forensic analysis views is identical to saving and publishing 
regular reports. However, the DCC uses separate labels for reports and forensic analysis. If you use labels to 
organize reports and forensic analyses you must define separate labels in the Open Report and Open 
Forensics dialog boxes. 
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6 Inventory and Asset 
Management 

You can use the inventory an asset management functionality of DriveLock to create a complete inventory of 
hardware and software in your organization. For example, you can compare such software inventory data with 
the purchase information for software to ensure that installed software is correctly licensed. Because a 
software inventory report can tell you reliably on how many computers any software is installed, you will know 
whether you need to buy additional licenses. When software licensing is no longer based on guesses you 
could save money by not buying more licenses than you need and you donôt have to fear the results of a 
software audit. 

6.1 Prerequisites 

Inventory functionality is included only in DriveLock Premium Edition, DriveLock Premium Suite und 
DriveLock Executive Suite. 

Because inventory collection is performed by DriveLock Agents you need to activate this functionality in the 
DriveLock policy that is applied to Agents. The configuration settings can be found in the following policy 
section: ñGlobal configuration Ą Settings Ą Collection of inventory dataò. 

 

Once you have enabled inventory collection you can select what information is collected and customize the 
schedule at which inventory collection is performed. The default interval is 30 days. 
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For more information about inventory collection, refer to the chapter ĂConfiguring 
Hardware and Software Inventoryò in the DriveLock Administration manual. 

6.2 Viewing Inventory Data 

To view inventory data, on the Views ribbon, click the Inventory button and then click Open. The Open 
Inventory tab appears where you can select a predefined or saved inventory report. 
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You can use the same publication levels and labels that are used for regular reports to filter the inventory 
views that are displayed. 

To view an inventory view, select it and then click Open. 

 

When viewing inventory data, each line represents a software or hardware item that was discovered on one 
or more computers. You can group and filter the data in this view. You can also drill down into the data, for 
example to view all computers where some software is installed. 

The steps for sorting, grouping and printing inventory reports are identical to those for regular reports. 

You can also add additional columns for related entities in an inventory view. For example, when viewing a list 
of installed software, you can add the operating system version of the computer that the software is installed. 
To add an extra column for a related entity, in the Extra columns pane, select the entity, an extension, such 
as encryption, select an available column and then click Add. To remove a column, right-click the column 
header and then click Remove. 
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For example, to view the uninstall command for software, open a Software inventory view. Then, in the left 
pane, select the column Uninstall command and click Add. The current view now includes the uninstall 
command for all displayed programs. You could then, for example, copy this command into third-party 
software that is used to uninstall software on client computers. 

6.2.1 Drill Down 

To view additional information about items in an inventory view, you can drill down into the data. The steps for 
drilling down into an inventory report are identical to drilling down into a forensics report. In addition, the Drill 
down ribbon contains the Reversed results button. Click this button to perform a drilldown analysis that is 
based on all results except the one currently selected. 

 

6.3 Managing Inventory Reports 

The process for saving, publishing and scheduling inventory reports is identical to saving and publishing 
regular reports. If you use labels to organize reports and inventory views you must define separate labels in 
the Open Report and Open Inventory dialog boxes. 
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7 Performing Helpdesk Tasks 

The Helpdesk area of the DriveLock Control Center provides access to common helpdesk tasks. You can 
view information about the status of DriveLock Agents and perform remote control functions. 

To perform a helpdesk task, on the Start ribbon click the Helpdesk button. 

7.1 Viewing Computer Information 

The Helpdesk view displays a list of all computers that have reported events to the DCC. 

 

In the Helpdesk view you can use many of the same sorting, filtering, formatting and printing options that are 
available for reports. In addition you can select from several pre-defined filters to quickly find computers that 
may not be functioning correctly. 

By default, the Helpdesk tab only displays the most commonly used columns. To add additional columns, 
right-click a column header and then click Column Chooser. Add or remove columns by dragging them from 
the Column Chooser dialog box to the header row. Remove columns by dragging the header to the Column 
Chooser. 

The following columns that contain information about computers are available in the Helpdesk view: 

¶ State: The computerôs current status 

¶ Computer name: The computerôs NetBIOS name 

¶ Computer ID: The computerôs globally unique identifier (GUID) 

¶ Domain: Domain that the computer belongs to 

¶ Last contact: Last time the computer sent an event to the DES 

¶ Last site: Network site the computer was in when it last contacted the DES 

¶ Last user: User who was logged on when the computer last contacted the DES 

¶ Agent version: Version of the DriveLock Agent installed on the computer 
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¶ Agent state and License options: The DriveLock components the computer is licensed to use 

¶ Computer is shut down: Whether the computer is currently shut down or running 

¶ Config ID and Config Version: The ID and version of the DriveLock configuration if a centrally 
stored policy is used 

¶ ID: An identifier used by DriveLock to uniquely identify the computer 

¶ Tenant name: An identifier used to determine which tenant a computer is associated with for central 
monitoring 

 

When activating your license by using the DriveLock Management Console, 
select the option to send information about which computers are licensed to the 
DES. This will enable you to identify licensed computers that donót have the 
DriveLock Agent installed. You can find additional information about using the 
DriveLock Management Console to monitor Agents in the DriveLock 
Administration manual. 

The Helpdesk view displays columns for each computer that are related to DriveLock Full Disk Encryption 
(FDE): 

¶ FDE version: The currently installed version of DriveLock FDE 

¶ FDE status: The current encryption status, such as Encrypted, Not Encrypted, Encrypting or 
Decrypting. 

¶ Emergency logon: Indicates whether recovery data for emergency logon was uploaded by the Agent 
and whether emergency logon is possible. 

¶ Disk recovery: Indicates whether recovery data for disk recovery was uploaded by the Agent and 
whether emergency recovery is possible. 

 

If you donôt store disk recovery data using the DriveLock Enterprise Service 
(DES), the status of a computer may not appear as ñEncryptedñ. The DCC only 
displays the availability of this data if it was stored in DES. Recovery data that is 
stored in a different location, such as removable media or a network share, is not 
included in the display. 

The Helpdesk view displays columns for each computer that are related to DriveLock Antivirus: 

¶ Antivirus software version: The currently installed version of DriveLock Antivirus 

¶ Antivirus pattern version: The currently installed version of DriveLock Antivirus patterns 

¶ Antivirus last pattern update: The last time antivirus patterns were updated on the computer 

7.1.1 Using Predefined Filters 

The Helpdesk ribbon contains several predefined filters to help you find computers that need attention. To 
make effective use of these filters, you need to first add all computers in your network to the DriveLock 
Enterprise Service (DES). 

 

When activating your license by using the DriveLock Management Console, 
select the option to send information about which computers are licensed to the 
DES. This will enable you to identify licensed computers that donót have the 
DriveLock Agent installed. You can find additional information about using the 
DriveLock Management Console to monitor Agents in the DriveLock 
Administration manual. 

 

The predefined filters are: 



 

   Page  30 

¶ License - No Agent: Computers that are licensed to run DriveLock, but the DriveLock Agent is not 
installed 

¶ License - No encryption license: Computers that are licensed to run DriveLock, but the license 
does not cover removable media encryption (Encryption 2-Go) 

¶ FDE ï Not installed: Computers where Full Disk Encryption is not installed 

¶ FDE ï Encrypted: Computers with fully encrypted hard drives 

¶ FDE ï Recovery not possible: Computers with FDE where recovery is not possible, for example 
because recovery data was not saved to a central location 

To use a predefined filter, on the Filter ribbon, click the License or FDE button and then click the appropriate 
filter. 

7.1.2 Deleting Computers 

The Helpdesk view displays all computers that have reported events or that you have added to the DES. 
When you remove computers from your DriveLock environment and you donôt want these computers to 
appear in the DCC any longer, you can delete them from the DCC Helpdesk view. 

 

To remove a computer from the Helpdesk view, select the computer and then on the Computer ribbon, click 
Delete computer. 

7.2 Performing Remote Control Tasks 

You can perform many of the same Agent remote control tasks, such as temporary unlocking, that can be 
performed in the DriveLock Management Console. Details of these tasks are described in the DriveLock 
Administration manual. 
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7.2.1 Connecting to a Computer 

Before you can perform remote control tasks on a computer running the DriveLock Agent you must connect to 
the computer. To establish the connection, in the Helpdesk view, select the computer from the list or type the 
computer name in the To field on the Computer ribbon, and then click Connect to computer. 
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To end a connection, select the computer and then on the Computer ribbon, click Disconnect. 

Once you have connected to a computer you, can perform the following helpdesk tasks by clicking the 
buttons in the right pane: 

¶ View currently attached drives and devices 

¶ Initiate a policy update 

¶ Collect and view inventory data 

¶ View DriveLock Antivirus information 

¶ Enable tracing for troubleshooting 

¶ Temporarily unlock drives and devices 

¶ View and configure encryption settings 

These tasks are described in the following sections. 

7.2.2 Viewing Attached Drives and Devices 

To display the drives and devices currently attached to a client computer, in the right pane click Properties. 

 

Use the buttons to force the client to refresh its Group Policy settings or to temporarily unlock devices. 

On the Drives tab you can view all drives that are currently connected to the computer and whether they are 
currently locked. 
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Select a drive and then click Details to view more information about the whitelist rules or filters that currently 
apply to the drive. 
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The status of this drive is displayed (for example, whether it is blocked or access is allowed). 

  

Click the Whitelist rules tab to view additional information about all whitelist rules that apply to this drive and 
which whitelist rule is enforced. 
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Click the Filter templates tab to view additional information about file filter templates that apply to this drive 
and which template is enforced. 

 

You can use the list of whitelist rules and file filter templates to identify conflicts 
between competing rules or templates when drive locking does not work as 
expected.  
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Use the other tabs to view information about currently used devices, smartphones and Group Policy Objects 
that have been applied to the client computer and the status of Encryption 2-Go and Full Disk Encryption. 

7.2.3 Viewing Disk Health Information (S.M.A.R.T.) 

If you enabled the monitoring of Self-Monitoring, Analysis and Reporting Technology (S.M.A.R.T.) data in 
your policy, you can view the health status of hard disks on a client computer. To view this information, in the 
Agentôs Properties dialog box, on the Drives page, select a drive and then click Properties. The diskôs current 
status is displayed under Self-test status. 
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7.2.4 Viewing the Agent Configuration (RSOP) 

To display the current configuration (RSOP, or Resultant Set of Policy) on a client computer, in the right pane 
click Display configuration. 

A new window opens that is similar to the DriveLock Management Console. To view details of the current 
settings that are enforced by the Agent, expand the relevant node and select the configuration settings. All 
settings are read-only and cannot be changed. 
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Click Generate report to view a configuration report that lists all current settings and all Group Policy Objects 
that were applied to the computer. 














































































