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Document Conventions

Throughout this document the following conventions and symbols are used to emphasize important points
that you should read carefully, or menus, items or buttons you need to click or select.

Caution: This symbol means that you should be careful to
avoid unwanted results, such as potential damage to operating
system functionality or loss of data

Hint: Useful additional information that might help you save
time.

) @&

Information: Additional information about the current topic

>

Italics represent fields, menu commands, and cross-
italics references.

A fixed-width typeface represents messages or commands

C:\ >command typed at a command prompt.

Bold type represents a button that you need to click.

Cancel
A plus sign between two keyboard keys means that you must
ALT + R press those keys at the same time. For example, ALT+R
means that you must hold down the ALT key while you press
R.
A comma between two or more keys means that you must
ALT R U press them consecutively. For

you must first press the Alt key, then the R key, and finally the
U key.




1 Using CenterTools DriveLock

CenterTools DriveLock is a software solution for securing client computers. It can dynamically control access
to drives (floppy disks, CD-ROM drives, USB flash drives, etc.) and the use of most other device types, such
as Bluetooth, Palm, Windows Mobile, BlackBerry, smartphones). Configuration settings contain detailed rules
about who can use which device and at what times. In addition, users can create and manage encrypted
containers to securely store sensitive information and files. Entire removable drives, such as USB flash
drives, can also be manually or automatically encrypted. The encryption functionality includes the burning of
encrypted CDs and DVDs. Another important function of DriveLock is the secure deletion of files and folders
to prevent recovery of deleted sensitive data.

This manual describes all the functionality that is available to end users, unless it was deactivated in a central
configuration by an administrator. The manual contains the following chapters:

The DriveLock User Interface

DriveLock Security Awareness Campaigns

Temporary Unlocking of Drives, Devices and Applications
Encrypting Data

Securely Deleting Data

Using DriveLock Antivirus

DriveLock Status Overview

=A =4 =4 -8 -8 -84

2 The DriveLock User Interface

The DriveLock user interface is multilingual and lets users select a display language during installation or after
starting the user interface.

To start the DriveLock user interface, open CenterTools DriveLock from the Windows Start menu.

Depending on settings that an administrator configured, the location of DriveLock
U/ files and Start menu shortcuts may differ from those specified in this manual.

Page 1



» Drivelack B

Home Encryption Network profiles Antivirus Status
Overview Unlock agent Security awareness

CenterTools DriveLock

Endpoint security, encryption and protection against unwanted software.

Protection status:

@ ‘Your computer is protected,

(@) about Drivelock... Change lanquage. ..

The initial display of the DriveLock user interface displays one of the following:

1 The current status of DriveLock protection
1 A message configured by your system administrator

1 A DriveLock security awareness campaign element, such as a graphic, a Web site or a video

The menu lets you access various DriveLock functions. It includes a main menu at the top and a context-
specific submenu below. To display a submenu, click the main menu item at the top. To access the available

functions, click the appropriate submenu item.

The options that are displayed and available may be limited based on your
J organi zationb6s DrivelLock

may be available.

To change the language, click Change language.

DriveLock 7 also includes the configuration wizards and tools from previous
DriveLock versions. If the DriveLock icon is displayed in the system tray, you can

3 access these tools by right-clicking the icon. However, the new DriveLock 7 user
interface is easier to use and enables new functionality.

configuration.
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3 DriveLock Security Awareness
Campaigns

Starting with DriveLock 7, the DriveLock user interface can display centrally configured security awareness
campaign information that administrators can use to regularly educate users about important security issues
and other topics. This is used to improve the security awareness of employees, enabling them to participat in
securing the organizationdés data and information.

Campaign information can be displayed either after the operating system is started or after DriveLock is
started, according to aelocloacomiguratioz policy. dmsdpslicy alsonirtcludad theDr i v
frequency and order at which such information is displayed. Security campaign content may include plain text,
graphics, videos and Web pages.

| Dri 8 | Drivelack =
- Driveleck &8 . Drive =
f;*‘ ) Home Encryption Network profiles Antivirus Status t*‘ ) Home Encryption Network profiles Antivirus Status
i Overview Unlock agent Security awareness ‘- Overview Unlock agent Security awareness

"‘ Learn about security ’ Learn about security

Birthday?

Don't forget to lock your computer! Many people know this date!

Press Ctrl-Alt-Delete - Enter or Do not use birthday dates or other easy-

Windows key - L. to-guess words in your passwords.
@revioss Y sk o 3 et

Here are two examples of graphics that explain security-relevant issues. Important messages may require
you to confirm that you have viewed them. To close such a message, click the corresponding button.

| f your organi zationds configurations all ow i&gn you
information. To do this, on the Home main menu, click Security awareness.

4 Temporary Unlocking of Drives,
Devices and Applications

DriveLock controls the use of removable drives, devices and applications according to a centrally configured
policy. If you need to use a drive, device or application that has been blocked, you can ask an administrator or
helpdesk personnel to assist you with unlocking it.
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Unlocking can be performed online or offline. For online unlocking, an administrator connects to your
computer over the network and unlocks the drive, device or application according to company policies. No
action on your part is required. For offline unblocking, no network connection is required. Instead, a
challenge/response mechanism is used: You need to generate a request code from which your administrator

creates an unlock code that you enter on your computer.

4.1 Temporary Unlocking Using the User Interface

To unlock drives, devices and applications on computers that are not connected to the company network, use
the following procedure. The process requires both the user and the administrator to complete separate tasks.

The administrator tasks are described in the DriveLock Administration Guide.

\ If you are connected to the company network, instead contact your DriveLock
2 administrator or helpdesk who can unlock the Agent on your computer by using a

remote connection.

To initiate the unlocking process, on the Home menu, click Unlock Agent.

Driveleck =&

Home Encryption Network profiles Antivirus Status
Overview Unlock agent Security awareness

Unlock Agent

To temporarily unlock the computer, contact your administrator:
To gain access to locked drives, devices or applications, please call your local helpdesk.

Provide the following information to your administrator:
Computer name: DESKTOP-2
Request code: 2DJZ6-1QDFT-VT3TH-SWXSN-OGOKH Q

To unlock your computer, type the unlock code provided by your administrator:
P840G BXPBZ EA6]3 JNN5SA 6YBKP QH23

«’3",'1::' Unlock...

You will need to provide the displayed computer name and request code to the administrator. After the
administrator has created the unlock code and given it to you, enter this code in the corresponding fields and

then click Unlock.
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J The I ength of the unlock code may var

If the unlock code was entered correctly, a message appears, informing you that locking has been suspended
for the period set by your administrator. You can now access the desired drive, device or application until the
unlocking period expires.

4.2 Temporary Unlocking Using the Unlock Computer
Wizard

To start the fAUnl ock comput er 0 Contrad Band (clasdicrviewpoandhdeublest a r t
click CenterTools DriveLock.

If the DriveLock icon is displayed in the system tray you can also start the wizard by right-clicking the icon and
then seTempomar ifiloy, unl ocké

Manage encrypted volumes...

Mount encrypted volume...

Unmount encrypted drive...

Change encrypted volume password...
Create encrypted volume...

Create Mobile encryption disk...
Record encrypted media...

Recover encrypted volume...

Help

Temporarily unlock...

User interface language...
About DrivelLock...

-~ % g/’ I.iL;. |

The unlock wizard opens.
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?_9 Temporarily unlock computer

Unlock computer

A_Q Welcome to the unlock wizard.

This wizard guides you through the steps
necessary to temporarily unlock your
computer and allow the connection of
mobile devices.

. —
i- Change language...

- =
=i

< Back [ Next > ][ Cancel ]

To change the | anguage (Claagelahguageowi zard uses, click

Click Next to continue.

The next window contains contact information that was configured by your administrator. Read the message

and then click Next.

.

?9 Temporarily unlock computer

Temporarily unlock your computer
Please follow your administrator's instructions.

Provide the following information to your administrator:

Computer name  DESKTOP-2
Request code YAFW6-NNACB-WTR5E-PTUPJ-KC5GG E]

To unlock your computer, type the unlock code provided by your
administrator:

ADDSS 45RTE RSSFF R4GDT O096YR WDXVX

[ < Back l[ Next > ][ Cancel ]

Contact your administrator and provide the comput er
administrator will provide you with a temporary unlock code.

n arsgeiest cada drom the wizard. The
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Depending on your organi zati onds DriveLock <conf
J response code may vary.

After receiving the unlock code, type it and then click Next.

: The code provided by your administrator for unlocking the DriveLock Agent is

'l."‘x only valid for a certain period. | f y ou d o n 0 tprocess within this Bmet

(e ) r est atnlockcohngputdid wi tp genedate a new request code and contact
your administrator again.

After DriveLock verifies that the unlock code is valid, it unlocks drives devices or applications for the period
that your administrator specified.

Click Finish to close the wizard.

5 Encrypting Data

DriveLock contains encryption features that let you encrypt sensitive information easily, quickly and securely.
You can create and manage encrypted drives that consist of container files (encrypted archives). Access to
these containers is secured by passwords. Each encrypted container can be accessed by typing a user
password that is unique to the drive. In addition, a centrally configured password recovery mechanism
enables data recovery and providlesaccess to the data when a ub additos,
an offline password recovery mechanism lets administrators provide users with an authorization code for
changing the password if the original password was lost.

When you create an encrypted drive, all data, such as files and folders, and all empty space are encrypted.
The encryption algorithm you select when you create the drive determines how data on it is encrypted.

A DriveLock container file has a .DLV extension. You can save a container file on all types of storage devices,
including flash drives and hard drives, as well as on network shares. Before you can access a container file,
DriveLock mounts it as an encrypted volume and assigns it a pre-defined or user-selected drive letter. One
mounted, you can use an encrypted volume like any other drive in Windows.

5.1 DriveLock Encryption Algorithms

DriveLock supports the following encryption algorithms:

1 AES 1 The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was
chosen by the National Institute of Standards (NIST) as successor to DES and 3DES in October
2000. It is also called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen.

1 Triple DES i Triple DES (3DES) is a symmetric encryption method based on the older DES (Data
Encryption Standard) but works with twice the key length (112 bit) of its predecessor. Data is
encrypted using three successive DES operations. Because of the key length, 3DES is regarded as a
relatively safe method for encrypting most data, unlike DES, which is more susceptible to brute- force
attacks.

1 Blowfish i This is a fast algorithm offering exceptional performance, especially on 32-bit-systems.
One advantage of Blowfish is its variable key length (32 to 448 bits). Blowfish was first introduced in
1994 and is considered very secure.

1 Twofish i Twofish is the entry in the AES competition by Counterpane Systems (the company of
renowned cryptography expert Bruce Schneier). This algorithm uses a block size of 128 bits and can

Page 7

pass\



utilize key lengths from 128 to 256 bits. Twofish is extremely fast: on a Pentium-class CPU each byte
is encrypted using only 18 CPU cycles. Twofish has been tested extensively without finding any
weaknesses.

1 CAST 571 CAST is a symmetric block cipher with a block length of 64 bits and a key length from 40 to
128 hits. The CAST algorithm is named after its developers and a patent application for it was filed in
1996. Because of its higher speed compared to DES, CAST is well-suited for real time applications.
When used with key lengths from 80 to 128 bit, the algorithm is referred to as CAST 5.

1 Serpent i Serpent is a symmetric key block cipher that was a finalist in the Advanced Encryption
Standard (AES) contest, where it came in second to Rijndael. Serpent was designed by Ross
Anderson, Eli Biham, and Lars Knudsen. Like other AES submissions, Serpent has a block size of
128 bits and supports a key size of 128, 192 or 256 bits. Serpent was widely viewed as taking a more
conservative approach to security than the other AES finalists, opting for a larger security margin. The
Serpent cipher has not been patented. It is completely in the public domain and can be freely used by
anyone without restrictions.

DriveLock doesnét store passwords. I nstead it cal cul at
whether the password you type to access an encrypted drive is correct. DriveLock can use the following hash
algorithms to perform this calculation:

1 SHA-1171 This algorithm was developed by NIST (National Institute of Standards and Technology) in
cooperation with the NSA (National Security Agency) as the secure signing hash function of the
digital signature algorithm (DSA) for the Digital Signature Standard (DSS). Published in 1994, Secure
Hash Standard (SHS) specifies a secure hash-algorithm (SHA) with a hash value of 160 bits for
messages with a size of up to 264 bits. SHA is similar to the MD4 algorithm developed by Ronald L.
Rivest. There are three SHA versions, SHA-0, SHA-1 and SHA-2. The SHA-2 family uses an identical
algorithm with a variable digest size. Depending on this digest size, the algorithm is called SHA-224,
SHA-256, SHA-384 or SHA-512..

1 RIPEMD-160 i RIPEMD-160 was developed by Hans Dobbertin, Antoon Bosselaers and Bart
Preneel and published 1996. It is an improved version of RIPEMD (based on MD4) and comparable
to SHA-1 in security and speed. This algorithm is less likely to contain security holes because is
development process was more open than that of SHA-1.

T WHIRLPOOL i Whirlpool is a cryptographic hash function designed by Vincent Rijmen (co-creator of
the Advanced Encryption Standard) and Paulo S. L. M. Barreto. The hash has been recommended by
the NESSIE project. It has also been adopted by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC) as part of the joint ISO/IEC 10118-3
international standard.

For organizations that require compliance with the Federal Information Processing Standard (FIPS),
DriveLock includes modified implementations of some of these algorithms. When selecting one of these
algorithms, an embedded FIPS 140-2 validated cryptographic module (Certificate #1051) running on a
Windows platform per FIPS 140-2 Implementation Guidance section G.5 guidelines is used.

5.2 Managing Encrypted Volumes

Once a container file has been mounted as a volume, Windows assigns it a drive letter and it appears like any
other drive in Windows. To manage encrypted volumes, on the Encryption menu, click My encrypted
volumes. DriveLock displays all mounted encrypted volumes and the drive letters assigned to them. Recently
used encrypted volumes that are not currently mounted are also displayed.
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Driveleck =

Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

My encrypted volumes

n Create a new encrypted volume
B Mount an existing encrypted volume

@ Recover an encrypted volume

Connected volumes

S
@ el siuseriiDocumentsiM, .,

Size: 9.93 MB (9,84 MB free)

Based on your or gani,zthet menum dnay notoimcliude ¢
Encryption. Contact your system administrator if you need to manage encrypted
volumes and cannot access the menu.

To mount a recently used volume, double-click the volume.

Mount encrypted volume (23]

@ Mount volume

Yolume to mount
CiiUsersiuser1\DocumentsiMySafe, DLY

Password

Drive letter for mounting the volume

[ Do not add to mounted drive history

[ Mount ][ Cancel ]
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Type the container password and then click Mount to mount the container using the drive letter displayed.
You can change the drive letter that will be assigned by Windows to the volume, unless this is disabled by
your organizationds policy.

To remove a volume from the list, right-click the volume and then click Remove from list.

If the system tray contains a DriveLock icon you can also right-click the icon and then click Manage
encrypted volumes.

@ Manage encrypted volumes [ “@
B302 BO0® x| @

‘ Drive Yolume Size Free space  Encryption algo.

1 =Ss: C:A\Usershuser!\Documentsi\MyS afe. DLV 99MB 98MB AES [FIPS-mo...

The Manage encrypted volumes window used in previous versions of DriveLock opens. From here you can
access all options for managing DriveLock and start various wizards. These wizards can also be accessed
directly by right-clicking the DriveLock icon in the system tray. To mount a volume from this window, double-
click it. To remove a volume, right-click it and then click Remove from list.

5.2.1 Creating an Encrypted Volume

With DriveLock you can create new encrypted containers and mount them as a drives where you can store
sensitive data.
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Driveleck =

Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

My encrypted volumes

ﬁ Create a new encrypted volume

B Mount an existing encrypted volume

@ Recover an encrypted volume

Connected volumes

S
@ C:\Usersiusert\Documentsin, .,
Size: 9.93 MB (9,84 MB free)

To create new encrypted volume, click Create a new encrypted container or, on the Encryption submenu,

click Create.
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Driveleck =

Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

Create encrypted volume
Location of the new encrypted volume:
Hard Disk Drives
Local Disk (C:)

» Free space: 8,17 GB

()
Size of the encrypted volume:
i CH

A Container recovery will not be possible if password is lost,

Password for the encrypted volume:
Enter password
Confirm password x

/%y Password strength: Yery weak

Advanced settings...

P reate
¥y Create...

If you select a removable drive, such as a flash drive, DriveLock automatically sets the suggested container
size to fill all available space on the drive. You can change the suggested size and specify a different
container size, up to the maximum available disk space.

: DriveLock selects a container size that ensures that enough space remains
! available to copy the Mobile Encryption Application to the removable drive.

After selecting the container file name and size, type the password for the container and then confirm the
password by typing it again.

Password may include the following characters:

1 Uppercase letters (A-Z2)

1 Lowercase letters (a-z)

1  Numbers (0-9)

1 Special characters (e.g. !,$, #, \ or &)

You can also use a passphrase that consists of multiple words and punctuation instead of a password.
Passphrases are typically easier to remember than long complex passwords. If your system administrator
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock
notifies you of this requirement. Once the complexity requirement is met, a green check mark appears.
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Driveleck =

Home  Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

Create encrypted volume
Location of the new encrypted volume:
Hard Disk Drives

Local Disk (C:)
Free space: 8.16 GB

Ci\Usersiuser1iDocumentsiPersonnelData.DLY @

Size of the encrypted volume:

/% Container recovery will not be possible if password is lost.

Password for the encrypted volume:

Enter password sessscessssssee

Confirm password = eeeesssssssssssl v

« Password meets complexity policy.

Advanced settings...
¢ Create...

To change the encryption algorithm, volume name or file system of the container, click Advanced settings.
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Advanced settings @

Algorithms

Encryption algorithm [AES (FIPS-mode) v]
Advanced Encryption Standard (AES, FIPS PUB 197)
utilizing the embedded FIPS 140-2-validated
cryptographic module.

Hash algorithm | SHA-256 (FIPS-mode) v

SHA-256 (Secure Hash Algorithm 2, 256 bits, FIPS
PUE 180-2) utilizing the embedded FIPS 140-2
validated cryptographic module.

File system settings

File system [FAT v ]
Cluster size [Default 7 ]
Volume label Encrypted volume

V| Perform quick Format

E oK { [ Cancel

Select the encryption algorithms and then select FAT or NTFS for the file system. A certain minimum size is
necessary to support the file system you select (FAT: 100 KB; NTFS: 3072 KB). To create a container larger
than 4GB, select NTFS because FAT only supports drives up to this size.

) ' You may not be able to change some of the fields if your system administrator
. has already centrally configured some settings.

A cluster is a logical unit of blocks on a disk. Normally the file system reads and
writes files by accessing entire cl uc
contained within a cluster. Therefore, files always use space in multiples of the

U/ cluster size. On drives with large clusters, the operating system can access large
files more efficiently and creates less fragmentation. However, using a large
cluster size on drives that store many smaller files can result in wasted storage
space.

Click OK to accept the selected settings.

On the Create encrypted volume page, click Create to create the encrypted container.
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Encrypted volume created @

Volume created

The selected volume was successfully created.

[~ IMount volume as &5 E:\

["]Do not add to mounted drive history

o ]

To mount the container and add it as a drive in Windows, select the Mount volume as checkbox and then click
OK. If the volume was not formatted, Windows will prompt you to format the volume after it has been
mounted.

DriveLock 7 also includes the same integrated wizard for creating an encrypted volume used by previous
versions. To start t h $tart vji Rragramds, 4 Cdntertools DriveLock 4 Create encrypted
volumeo , or WManage entrgpted volumeso menu. If the DriveLock system tray icon is available, you
canalsoright-c | i ck i t aQ@reateenergpted wwlunmeo k

The options available in the wizard are identical to those in the DriveLock user interface.

5.2.2 Connecting Encrypted Volumes

To connect (mount) an encrypted volume, on the Encryption main menu, click Mount.
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Driveleck =

Home Encryption Metwork profiles  Antivirus — Status
My encrypted volumes Create Mount Change password Recover Other

=

Mount encrypted volume

Location of the encryphed volume:

Recently used volumes

PersonnelData. OLY |'_ MySafe, DLY
CUsersiuser1\Documents), J Cilsersiuser l\Documents',
Size: 20.0 ME Size: 10.0 ME

My encrypted volumes

[':_I MySafe,DLY |'.'-_| PersonnelData, DLY
J Chsersiuser 1\ Documents) J CrilsersiuserliDocurments),
Size: 10.0ME Size: 20,0 ME

C:h\Users\user 1\Documents|PersonnelData,DLY E

Wolurne passwior]  esssssssssssses

Drive letter For mounting the

[] Do not add ko mounted drive history

Click one of the recently used volumes to have DriveLock automatically select the corresponding container

file. To connect a volume that is not displayed,c | i ck A €0

then select the

Type the container password and select the drive letter to use. After you click Mount, the volume becomes is

mounted and can be used.

Alternate methods to mount an encrypted volume or an encrypted partition include the wizard that was also

included in previous versions of Windows.

To mount an encrypted volume using the Mount encrypted volume wizard, start the wizard by performing one

of the following steps:

1 C1 i stdet AfPrograms 4 CenterTools DriveLock 4 Mount encrypted volumeo .

i ¢ o nMounaemnatyptédh e n

then click i

1 If the DriveLock system tray icon is available, right-c | i c k t he
volumeo .
1 Inthe Manage encrypted volumes program, double-click a previously connected drive.
1 In Windows Explorer, double-click a *.dlv file.
1 InWindows Explorer, right-c | i ck a *. dl v Mountbe and
£ ! If a volume has already beenmo unt ed, o nlUnmdufite iosptawa
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Availability of menu items can vary, depending on your central configuration
settings. If an item does not appear, your system administrator may have
disabled it.

5.2.3 Disconnecting an Encrypted Drive

To disconnect (unmount) an encrypted drive, perform one of the following steps:

1 In the DriveLock user interface, select the Encryption main menu and then select the My encrypted
volumes submenu. Right-click a currently mounted volume and then click Unmount.

Driveleck =

Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

My encrypted volumes

@ Create a new encrypted volume
@ Mount an existing encrypted volume
@ Recover an encrypted volume

Connected volumes

A‘Explore...

Unmount

Properties...
1 InWindows Explorer,right-cl i ck an encrypted UWnmbunttne, and t hen
1 InWindows Explorer,rightcl i ck a *.dl v ®©nmbuetdo. and then click
1 CI i stadet 4AfiPrograms 4 CenterTools DriveLock 4 Unmount encrypted drived
91 If the DriveLock taskbar icon is available, right-c | i ck t he i ¢ o nUnmaum éncryptec n

driveo .

The Unmount-Wizard starts, if you used one of the last two options.

Availability of menu items can vary, depending on your central configuration

settings. If an item does not appear, your system administrator may have
disabled it.

‘-".
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Selectthevol ume t o unmount
volumeso .

, or to disconneclWnmauhthll eccyptede nt | y

S e |l e c fForcibly enmduntvolumeso check box to unmount the volume evel
program running on your computer.

, Always close all files that are in use before disconnecting an encrypting drive.
Unmounting or removing an encrypted drive while files on it are opened may
result in damaged files and loss of your data. CenterTools is not responsible for
any data loss.

After the volume has been disconnected, click Finish to close the wizard.

5.2.4 Changing a Password

To change the password of an encrypted drive, use one of the methods described in this section.
In the DriveLock user interface, on the Encryption main menu, click Change password.

Driveleck =

» Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

Change encrypted volume password

Location of the encrypted volume:
Recently used volumes
l’_‘“ PersonnelData.DLY
. C: serliDocuments),

MySafe.DLY
C:i\Usersiuser1\Documents),
Size: 10.0 MB

My encrypted volumes

['-” MySafe.DLY [“ PersonnelData.DLY
J CiiUsersiuser1iDocuments), J CiiUsersiuser1\Documents),

+ 10,0 MB Size: 20.0 MB

C:\Usersiuser1iDocumentsiMySafe.DLY E]
Old password ssscee
MNew password XYY YT YYYYY YY)

Confirm password eeeesssesscesse

V Change password...

Type the current password, the new password, and then confirm the new password.
Password may include the following characters:

1 Uppercase (A-Z)

1 Lowercase letters (a-z)

1 Numbers (0-9)

1 Special characters (e.g. !,$, #, \ or &)
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If the new password and confirmation ar e identical and

requi r e meQhdnge,passwordobiiton becomes available. Otherwise a message is displayed notifying
you why your password choice is not allowed. Click the Change password button to change the password.

DriveLock 7 also includes the same wizard for changing a volume password that was included in previous
versions. To start the wizard, use one of the following methods:

1 CI i stadet 4fiPrograms 4 CenterTools DriveLock 4 Change encrypted volume passwordo

1 If the DriveLock system tray icon is available, right-click the icon, and then click Change encrypted
volume password.

1 Inthe Manage encrypted volumes program, right-click the drive, and then click Change password.

The Change volume password wizard starts.

Availability of menu items can vary, depending on your central configuration

!.-‘x settings. If an item does not appear, your system administrator may have
= disabled it.

After changing the password, click Finish to close the wizard.

5.2.5 Deleting Encrypted Containers

The easiest way to delete encrypted containers is by deleting the container file in Windows Explorer. Before
you delete the container file, ensure that it is not currently mounted as a volume. If required, unmount the
volume before deleting the container file.

You can also delete the *.DLV file by using the secure deletion function of DriveLock. (For more information
about secure deletion, refertot h e s eSedurelp Deleting Datad . )

5.3 Password Recovery for Encrypted Containers

If you forgot the password for an encrypted container, or if the password is not available for another reason,
you can use one of recovery mechanisms provided by DriveLock to gain access to the data stored in the

me ¢

encrypted container. Yo u r organizationods recovery policy det er mi

available. To use the first recovery method, mount the container using an administrative password and then
access the data. The second recovery method is certificate-based recovery, which has the following
advantages:

T Password recovery is possible even when you dondét &

An administrator can create a recovery code that enables you to change the password. This recovery
code can be provided by telephone.

T To recover a pass woobtdintlyeadmintstmtivé gasswoeddrdm an administrator or
your helpdesk, and the person who knows the administrative password does not need to have
physical access to the encrypted container.

The challenge/response procedure that is used for offline password recovery is similar to the procedure that is
used to give temporary access to locked drives and devices. First, you run a wizard to create a challenge
code. Then an administrator or helpdesk employee uses the DriveLock Management Console to create the
corresponding response code. Finally, you type the response code into the wizard. After the wizard validates
the response code, you are prompted to provide a new password.

To start the challenge/response process, under the Encryption main menu, click Recover.
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Driveleck B
@ Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

Recover encrypted volume

Location of the encrypted volume:

Recently used volumes
|'f" PersonnelData,DLY
\ C:\ user1iDocuments),

My encrypted volumes

MySafe.DLY
C:\Usersiuser1\Documents),
Size: 10.0 MB

] > |

HE

C :'I,Users\,userlr'l,DocumentsiMySafe.DLV

Contact your administrator using the following information:
To reset an encryption password, please call your local helpdesk. -

Provide the following information to your administrator:
Encrypted volume ID:  6c47042c-c5ee-4470-a2a6-33bcee536674
Request code: XRYGV-NTZQZ-ALTSA ™

To recover this volume, type the unlock code provided by your administrator:

of Recover.,.
& Launch online {and offline} recovery wizard

Select the container file for which you want to recover the password or, if the container is not displayed, click

~ 7

féodo and then select the file.

You can also use the password recovery wizard that was available in previous versions of DriveLock. You can
start the wizard using one of the following methods:

1 C1 i $tdt ARAIl Programs 4 CenterTools DriveLock 4 Recover Encrypted Volumeo .

1 If the DriveLock system tray icon is displayed, right-click this icon and then click Recover Encrypted
Volume to start the wizard.
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Manage encrypted volumes...
Mount encrypted volume..,
Unmount encrypted drive...
Change encrypted volume password...
Create encrypted volume..,
Create Mobile encryption disk..,
Record encrypted media...
Recover encrypted volume...
Help

Temporarily unlock...

User interface language...

About Drivelock...

Availability of menu items can vary, depending on your central configuration
.-’! settings. If an item does not appear, your system administrator may have
disabled it.
(& Recover encrypted volume password .I___&_r

Recover password

This wizard will quide you through the
steps required to access an encrypted
volume when the password for that
volume is no longer available.

[7] Do not display this page again

< Back [ Next > ] [ Cancel ] [ Help

Click Next.

Select the container file or partition for which you want to recover the password and then click Next.
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& Recover encrypted volume password

Select recovery method w
Please select the recavery method and contact your helpdesk if @
required.

@ Recover offline
Contact information
To reset an encryption password, please call your local helpdesk.

Encrypted volume |D
6c47042c-cS5ee-4470-a2a6-33bcee536674

Request code
NOT 32 -YNOKG-LW4HY =

Recover online (required certificate private key is available)

Select this option if the private key of the recavery certificate is available
on this computer.

[ < Back ][ Next > ][ Cancel }[ Help ’

Select offline recovery or recovery using the recovery certificate and private key and click Next.

Y
} ! E If one of the recovery methods is unavailable, an administrator disabled it.

5.3.1 Offline Password Recovery

If the recovery certificate and private key are not available, select Recover offline. Before continuing, contact
an administrator or your helpdesk. The wizard may display contact information provided by your administrator.
Provide the request code to the person who is assisting you and then click Next.

Type the response code that is provided by the administrator or helpdesk personnel assisting you. The wizard
notifies you if the response code is incomplete or invalid. When the wizard indicates that the response code is
valid, click Next.

Type and confirm the new password for the encrypted container. DriveLock examines the password as you

are typing it and alerts you if the password does no
passwords match and the password meets your organizat.
wizard page. Click Next.

Click Finish to close the wizard.

5.3.2 Online Password Recovery

If you have access to the encryption certificate and corresponding private key, select Recover online and then
click Next.

Provide the path to a file that contains the certificate and private key. Select Smart card or Certificate store of
current user if the certificate and private key are stored in one of these locations.

Click Next.
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If you selected to use a certificate on a smart card, further steps are required. Details depend on the smart
cart used.

Type and confirm the new password for the encrypted container. DriveLock examines the password as you

are typing it and alerts you if the password does no
passwords match andthe password meets your organizationbés requi.t
wizard page. Click Next.

Click Finish to close the wizard.

5.4 Using the Mobile Encryption Application

To use a DriveLock-encrypted drive that is based on a container file on a computer that does not have
DriveLock installed, use the Mobile Encryption Application (MEA). The MEA is a small program
(DLMobile.exe) that doesnédét require any installation s

Use the MEA to mount and unmount encrypted containers and access them in Windows using drive letters. If

you run MEA using an account that does not have | ocal
drive using a drive letter. Instead, you can view the contents of a container in a window and export or import

files and folders.

5.4.1 Copying the Mobile Encryption Application
On the Encryption main menu, click Other.

Driveleck =X

Home Encryption Network profiles Antivirus  Status
My encrypted volumes Create Mount Change password Recover Other

Other encryption functions

Iﬂ Mobile Encryption Application

‘ou can copy the Mobile Encryption Application on any computer not running the
agent,

Start this application to mount encrypted volumes on these computers. The computers
must be running Windows 2000 or later.

Store Mobile Encryption Application in Folder:

Hey| E]

‘ J Copy application

- Record encrypted media
)i
‘ou can record an encrypted CD or DY¥D using the wizard.

- 3

‘ V Launch wizard...‘
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Type or select the path to the folder where you want to copy the Mobile Encryption Application. This can be
any folder, including a flash drive that already contains an encrypted container file.

Approximately 5.48 MB of available space are required for the files that are
' required by the MEA, including the 32-bit and the 64-bit version of the program.

In addition to the DriveLock user interface you can also use a wizard that was included in previous versions of
DriveLock to copy the MEA.

To start t he Stari 4 aPrograms & | GentdeTools DriveLock 4 Create Mobile Encryption
Applicationo . I f t hkesystBrn tray ieoh & @vailable, you can alsoright-c | i ck it and then ¢
Mobile Encryption Applicationo.

¥, Availability of menu item can vary, depending on your central configuration
/ ! settings. If an item does not appear, your system administrator may have
' disabled it.

Type the I ocation to store the Mobile Enco.yption Appl i

When the MEA has been copied to the desired location, click Finish to close the wizard.

5.4.2 Using the Mobile Encryption Application

To start the Mobile Encryption Application, double-click the program file (DLMobile.exe).

( CenterTools DriveLock Mobile Encryption ‘
Driveleck

Mobile Encryption Change language...

@ Mount encrypted volume...
‘@ Unmount encrypted drive...
6%

‘\_} Open encrypted volume...

‘ @ Recover encrypted volume...

@ Exit

CenterTools

Click Change language to change the current language.

Click Mount encrypted volumet o mount a drive by wusing the€onmectimgar d de
Encrypted Volumeso .

Click Unmount encrypted drive to disconnect an encrypted drive by using the steps described in the section
fDisconnecting an encrypted driveo .
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Click Open encrypted volume to open a container file and view its contents. Use this button to access files
on an encrypted drive when you donét have administrati
describe the procedure for accessing an encrypted drive using this method.

Open encrypted drive @

)

,  Mabile encryption application can only open encrypted volumes
% that are based on container files and formatted using the FAT 32 file
! system.

Container file
C:A\Usershuser1\DocumentsiMyS afe. DLV U

o
éJ Yolume password ooooooooooooooooo|

[ 0K ][ Cancel ]

Type or select the name of the encrypted container file, type the encrypted drive password, and then click
OK.

If you start the MEA from a location that also contains a file with the extension
dlv, the program automatically attempts to open this container and will

J immediate prompt for the password. The MEA also automatically checks whether
the current user has local administrative rights and displays the appropriate
option (Mount or Open).

-
)l CenterTools DriveLock Mobile Encryption =0 | =)

4 Open... | X Close @} Exportr Lgi Import

g MySafe.DLY Name b Size Type Date modified
5| Customers. itf 19.6KB Rich Test Docu... 6/27/2011 5:19:58 ...
%] Financials. rtf 19.0KB Rich Text Docu.. 6/27/2011 5:20:14 ...
& Inventory.bmp 225MB  Bitmap image 6/27/2011 51816 ...

Total: 9.84 MB  Free: 7.55MB 3 objects (2.28 ME)

To copy files or directories to a local disk, select one or more items, click Export, and then select the folder
where you want to store the files.

Click Import to copy files from a local disk or network location to the encrypted container.

You can also use drag-and-drop to copy files to or from the container.

Page 25



re =

wl CenterTools DriveLock Mobile Encryption @

5 Open... | X Close | .§ Export Lglmpor’c

g MySafe.DLY Name 2 Size Type Date modified

Y Fersonal Data) :
] ess Da‘ Customers. it 196KB Rich Test Docu.. B/27/2011 51358 ..

FPOIt Financials. tf 19.0KB Rich TextDocu.. 6/27/2011 5:20:14 ..
Impaort... Inventory.bmp 2.25MB  Bitmap image 6/27/2011 5:18:16 ...
MNew folder...
Delete

Total: 9.84 MB  Free: 7.55MB 3 objects (2.28 ME)

To create a new top-level folder, right click the top node (container file name) and then click New folder. To
create a sub-directory, right click an existing folder and then click New folder.

Type the name of the new folder and click OK.

= -
wl CenterTools DriveLock Mobile Encryption @
5 Open... | X Close | .§ Export Lg Import
g [NPS:fS.DLVI « Name 2 Size Type Date modified
t .
i S %) Customers.f 196KB RichTestDocu.. 6/27/2011 51958 ..
%% Financials.rtf 19.0KB Rich Text Docu... 6/27/2011 5:20:14 ..

2.25MB  Bitmap image 6/27/2011 5:18:16 ...
Export...

Delete

Total: 9.84 MB  Free: 7.55MB 3 objects (2.28 ME)

To delete a file or folder, right click it and then click Delete.
Click Close to close the Mobile Encryption Application.

If you detach a removable drive containing a mounted volume from your computer, MEA automatically
unmounts the volume.
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5.5 Creating an Encrypted CD or DVD

The encryption features of DriveLock can be used to store sensitive information in an encrypted container,
either on a removable drive or the local hard disk. You can also copy such container files to a recordable CD
or DVD by using third-party products or native Windows functionality.

DriveLock includes a wizard that assists you in creating an encrypted recordable CD or DVD. Use this wizard
to select the files to be encrypted and to specify an encryption password. DriveLock then creates an
encrypted container, copies the files to it and burns this container to the media. You can also specify whether
DriveLock adds the Mobile Encryption Application to the CD or DVD to allow easy access to the data on a
computer where DrivelLock is not installed.

To start the wizard, in the DriveLock user interface under the Encryption main menu, select the Other menu,
and then click Launch wizard.

Driveleck =&

Home Encryption Network profiles Antivirus Status
My encrypted volumes Create Mount Change password Recover Other

Other encryption functions

ﬁ Mobile Encryption Application

You can copy the Mobile Encryption Application on any computer not running the
agent,

Start this application to mount encrypted volumes on these computers. The computers
must be running Windows 2000 or later.

Store Mobile Encryption Application in Folder:

l L]
v Copy application

o Record encrypted media
G
You can record an encrypted CD or DVD using the wizard,

V Launch wizard. ..

You can also start the wizard by going to fiStart 4 Programs 4 CenterTools DriveLock 4 Record encrypted
mediad . | f t h esystem tray éctnois dvailable, you can also right-click it and then click Record
encrypted media.
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Record encrypted media @

Record encrypted
media

This wizard guides you through the
steps of creating and recording an
encrypted container on a CD-ROM or
DyvD.

[T]iDa not show this page agairg

< Back [ Next > ] [ Cancel ]

Click Next.

I f your computer doesndt meet the prerequisites for

The CD/DVD recording wizard requires that the Image Mastering APl (IMAPI
v2.0) is installed on your computer. See http://www.microsoft.com  for
information on how to obtain this system component for Windows XP. Windows
Vista and later versions already include this component.

Record encrypted media
Recording device to use e
Select the recording device to use for the encrypted container G i‘ v
e b o

The encrypted container will be copied to a CD-ROM / DVD using a
recording device supported by Windows.

Recording device to use:
(13 NECVMiwar YMware IDE COR10[D:A] v

[ < Back ][ Next > ] [ Cancel

Select a recording device from the list and then click Next.
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http://www.microsoft.com/

Record encrypted media

Files to be encrypted
Select the files and folders to be encrypted

\oe
File / folder Size
C:\Usershuser\Documents\Personal Data 23MB
| Addfies.. | [Addfolder.. | | Remove | Totalsize 23MB

[ < Back ][ Next > ] [ Cancel ]

Use the available buttons to add files or folders to the list of items you want to encrypt.
When you select a folder, all files and folders in it will also be copied and encrypted.

Click Next after you have added all files and folders to copy to the CD or DVD.

-

Record encrypted media

Drive settings
Select the drive size, volume label and file system.

G Divesize  38ME
@ File system {FAT v]

Cluster size { Default ~ ]

Volume label  Encrypted Backup

[ < Back J[ Next > ]L Cancel J

Select the file system, cluster size and the volume label for the encrypted volume and then click Next.
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Record encrypted media

Encryption algorithms m
Select the encryption algorithm to use for this drive. \ \‘( ‘s,)
ﬂ Encryption algorithm | AES ']

Advanced Encryption Standard (AES) is the
successor of Triple DES and was standardized in
2000. It is also called the Rijndael algorithm after its
developers Joan Daemen and Yincent Rijmen.

Hash algorithm (5H4-1 v

SHA-1 [Secure Hash Algorithm) is a cryptographic
hash algorithm published in 1995 and designed by
the National Security Agency [NSA). Due to found
cryptographic weaknesses SHA-1 will be phased out
by NS4,

[ < Back ][ Next > ][ Cancel ]

Select the encryption and hash algorithms to be used for encryption and then click Next.

I =

Record encrypted media
Drive encryption password m
Type the password to be used to encrypt the drive. :"‘2“&,/

? Password scccccssscssee

Confirm password  eeessssccccssee

Password strength s | Meets policy

The password must contain at least 15 characters including 3 lower
case letters, 3 upper case letters, 3 numbers, 3 special characters.

[ < Back ][ Next > ][ Cancel ]

Type the password to be used for the encrypted drive, and then confirm the password by typing it again. If
both entries are identical sawodr chestr gogthor geghuitomame nn
becomes available.

The strength of a password is determined both by its length and the number of unique characters it contains
(complexity). As you type the password, DriveLock analyzes both and displays an estimate of the password
strength.

Password may include the following characters:

1 Uppercase letters (A-2)
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1 Lowercase letters (a-z)
1 Numbers (0-9)
1 Special characters (e.g. !,$, #, \ or &)

You can also use a passphrase that consists of multiple words and punctuation instead of a password.
Passphrases are typically easier to remember than long complex passwords. If your system administrator
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock
notifies you of this requirement on this wizard page.

Click Next to continue.

e >

Record encrypted media @

Ready to create
media

The encrypted media will be created
after you click "Next >".

A\ Please insert blank or ovenaritable
N\ medi for ntinuing.
,/! edia before continuing

| < Back ] Next > Cancel |

If you want the disc to be finalized select the Finalize disc checkbox. Once a disc has been finalized you can
no longer add data to it. Finalizing a disc may be required to enable certain disk drives to read it.

When you use a re-writeable disk you can select to erase data from the media first. If you want to keep
existing files but encrypt these f Encrgpsexistingdatabd icthieark btoo . |

Click Next to continue.
DriveLock creates the encrypted disk.

When the wizard has finished writing to the disk, click Finish to close the wizard.

6 Securely Deleting Data

When you delete files or folders by using Windows Explorer, the data contained in them is not destroyed but
Windows only deletes the corresponding entries in the file system. Many programs exist to recover such
deleted files and make the data accessible again.

Erasing sensitive or confidential files normally requires that the data is made permanently inaccessible. To
prevent recovery of the data DriveLock can delete files and folders securely. To prevent recovery of the data
DriveLock overwrites the files with random data. The deletion algorithm you select determines how many
times the data is overwritten and how the random data is generated.
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To securely delete a file or folder, in Windows Explorer right-click it, and then click Secure delete.

Securely deleting files by overwriting the data multiple times can take a long time
to complete, especially if files are located in a network location.

[E= EoR =3

Organize v =3 Open

- Favorites
Bl Desktop
& Downloads

6
= Recent Places

4 Libraries
2] Documents
A? Music
b=/ Pictures
B videos

1M Computer

€l Network

@U']‘-j » Libraries » Pictures »

Share with v

Pictures library
Includes: 2 locations

-
MNarme

Sample Pictures

& Inventory

Sample Pictures Date modified: 7/13/2009
u File folder

Slide show

v I 5 I ! Search Pictures p el ‘
New folder =~ 0 @
Arrange by: Folder ¥
Date Tags Size Rating
341242000 0,62 DAL
Open 2,305 KB

Open in new window

Add to Windows Media Player list
Play with Windows Media Player
Share with

Restore previous versions

& Secure delete
# Scan for viruses...

Send to

Cut

Copy
Paste

Create shortcut
Delete

Rename
Open folder location

Properties

p

Confirm delete

=

L2 s

? Are your sure that you want to delete the file
4 CA\Usershuserl\Pictureshnventory.bmp

Please choose the method used to delete: Random data v

A simple and fast method: All data is overwritten one time with
random data generated by a cryptographic random number
generator.

Select the algorithm to use for erasing the data and then click Yes to start deleting the file.
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o
—

| f you <can
selected it.

/ Managing User-Defined Network
Profiles

DriveLock can use a network configuration policy in conjunction with a network location to change certain
computer settings automatically after identifying a network. Such a policy defines how the following types of
settings are configured:

1 Internet Explorer LAN settings
1 Windows Live Messenger / MSN Messenger settings
1 Default printer

DriveLock can also refresh the Group Policy for the computer and the user when it detects a network location
change, execute a program or run a script.

Driveleck =

Home Encryption Network profiles Antivirus Status
My network profiles

My network profiles

User-defined profiles

{ Home Network
o [ Network configuration at hom. ..

€3 Delete profile €] Edit profile

@ Re-check current connection
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When private network profiles are enabled, you can also right-click the network profile system tray icon and

then select Manage profiles from the popup menu.

Apply settings

Re-Check connections

Manage profiles...

A dialog box opens and displaysthecentral | y defined profiles and t
CenterTools DriveLock - Network Profiles
7 Properties... | ¢ New.. 2 Delete
Description Source
f’ Home Network Personal settings

Close

' You cannot view or change pre-defined profiles that are defined in a DriveLock
{ » policy.

he user o6s

To create a new private profile, click New. Double-click an existing profile to edit it in the following dialog box:
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Metwaork profile Properties ?

General | Network l Proxy I MSN Messenger I Other ‘

Location description  [Sli=n s = 1

Comment ]
MNetwork configuration at home office -

[ UKj[ Cancel 1

Select your own tray symbol for the taskbar and enter a comment (optional).

In the Profile description field, type a name for the profile and type an optional descriptive comment.

Click on the other tabs to configure network detection, proxy server, Microsoft Messenger and optional
settings.

On tNewvorkb t ab, configure t he setingsasuchasranIB gddressrange.di ng it s
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Metwaork profile Properties 2 |[me3m)

—Gene;alv Network IProxy I MSHN Messenger l Other ‘

Network location is detected based on...
[¥] 1P subnet [IP address and subnet mask)
IP address 192 . 168 . 2 . 5
Subnet mask 255 . 255 . 248 . 0
[ Primary DNS domain name
Domain hame
[] Default gateway address
IP address 192 . 168 1 . 254
[ DHCP server address
IP address o . 0 o . 0
Import current settings ] from [LocalArea Connection ']

[ DKj[ Cancel 1

You can import the network setting from one of the current network connections or type the information.
Select one or more address criteria, such as the IP address range, the name of the primary DNS domain, the
default gateway address or the DHCP server address.

In the network profile settings dialog box, click the Proxy tab.
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[ Netwark profile Properties -2

\.HGeneraAIulhl-\l;é@lAk-;rijH}' | MSNM‘essenger l Other |

[V] &djust prosy settings

Automatic configuration will override manual settings. To ensure the use of
manual settings disable automatic configuration.

[V] Automatically detect settings
("] Use automatic configuration script

Address

[ Use a proxy server for your LAN

Address Port

Advanced

Import current settings

[ 0K J[ Cancel ]

To configure proxy server settings for Internet Explorer, selectthe fAdj ust pr o ghgckbsxeand themg s o
import the current settings from Internet Explorer or enter other settings. (See the Internet Explorer
documentation for more information about how to configure Internet Explorer proxy settings.)

Click the MSN Messenger tab and then select the MAdjust MSN Messenger settingso checkbox to enable
automatic configuration of Messenger settings, and then select the appropriate settings, or import the setting
from your local Messenger configuration.
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Netwaork profile Properties

[V] Adjust MSN Messenger settings

[¥] Sign in automatically

[7] Change personal status message
"what | hear' must be activated to use this function

Message
Image @ T3 ":! &

["] Change display picture

Import current settings

[ UKj[ Cancel ]

Type a status message and select an image to be displayed to your Messenger contacts. To change the
display picture, select Change display pictureand t henoct o ckhae

file.

right

of t he

(Refer to the Windows Live Messenger and MSN Messenger documentation for more information about how

to configure these programs.)

To change the def aQtHe® p & liheresealett the Change klefaulhprintér checkbox.
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Network profile Properties -2

Group Policy processing
[¥] Refresh computer policy when network is detected

["] Refresh user policy when network is detected
(V] Set default printer
Microsoft XPS Document YWriter v

[] Run program when profile is applied
Command line

[ 0K JI Cancel ’

Select a printer from the dropdown list.

To refresh the Active Directory Group Policy for the computer or user after a connection to the network has
been detected, select the corresponding checkboxes.

DriveLock can run a command each time it detects a new network connection. A command can be any
program that you can run from a command line, including program files, (.exe), Visual Basic scripts (.vbs) and
scripts for the new Windows PowerShell. This enables a wide range of actions to be performed when a
network connection is detected.

; To start a VB script, you must type the complete path to the script file (for
:/ e X a mpdsaipt C:56Program Files\scripts\myscript.vbso ) .

Click the fnéodo button to select a script file and inser/

8 Using DriveLock Antivirus

| f DriveLock Antivirus is installed on your computer &
you can use the main menu item Antivirus to use the functionality described in this chapter.
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! Depending on your or ga n iofazle functonafity degerivédi
Y in this chapter may be available to you.

Click the Overview menu to display status information about DriveLock Antivirus.

Driveleck =8

Home Encryption Network profiles  Antivirus Status
Overview Detections Quarantine Settings

Overview

Protection status

Antivirus is running and up to date.

Last definition update 62312011 3:02:18 PM

Succeeded B
Definition version 201106230945 [ 2 start definition update
Scan engine version 4.6.2/5.3.3

s,i Disable virus scannin lﬁ Update definitions from file

~
i

Scan for viruses

/O Quick scan | v

Folders to scan

My Documents, Windows and temporary folders

To check whether new antivirus definitions are available and to automatically install the newest definitions,
click Start definition update.

The options to deactivate virus scanning and to update definitions from a file are only displayed if an
administrator has made them available to users. The option to deactivate scanning may also be protected by
a password that must be entered before scanning can be deactivated.

8.1 Manually Scanning for Malware

On the Overview page you can initiate an antivirus scan of your computer.
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Driveleck =

Home Encryption Network profiles  Antivirus Status
Overview Detections Quarantine Settings

Overview

Protection status

Antivirus is running and up to date.

Last definition update 6/23/2011 3:02:18 PM

Succeeded -
Definition version 201106230945 [I‘a' Start definition update
Scan engine version 4.6.2/5.3.3

x,'i Disable virus scanning lﬁ Update definitions from file

Scan for viruses
p Quick scan | ¥

Quick scan

Folders to scan

My Documents, Windows and temporary folders

Full scan

Custom scan

@ Refresh

You can select from the following types of scans:

1 Quick Scan: Malware scan of the following pre-defined folders: My documents, Windows and
temporary folders, including all subdirectories of these folders.

1 Full scan: Comprehensive scan of all local drives, including all subdirectories of these drives.

1 Custom scan: Malware scan of a folder that you select, including all subdirectories of this folder.

If DriveLock finds any malicious software, a message informing you of the detection is displayed.

& Driveleck

3 files were found to be infected with malware or a virus.

8.2 Displaying Recent Malware Detections

To display all malware detected in the last 24 hours, click Detections.
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Detections
Last 24 hours
i -E;%?::':Ecc)glnz\.;g>eicar com EICAR oM ; :
EICAR Test_File (¥irus) EICAR: Tess: File:(Virus)
- EICAR.COM.TXT i EICAR_COM.ZIP ->eicar.com
7_! EICAR_Test_File {Virus) EICAR_Test_File {virus)

Selected detection details
Infected file

Infection
Detection time
Detection accuracy
Component type

@ Refresh

Select an infected file to view more information about it.

8.3 Using the Antivirus Quarantine

If an administrator enabled access to locally quarantined files, you can view these files by clicking the
Quarantine submenu.
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Quarantine

Last »\.veek
i EICARCOMZ.ZIP ‘? EICAR_COM.ZIP
EICAR_Test_File EICAR_Test_File

Selected quarantined file details

Quarantined file

Infection
Quarantined at Size
Owned by

@ Delete ,5- Rescan 2 Restore
@ Refresh

All infected files that were detected during the last 24 hours and placed into quarantine are displayed. You
can select any of these files and use the available links to delete, re-scan or restore the file.

Restoring a file is only possible if a previous scan successfully removed the infection. This could happen if a
file was initially moved into quarantine because the initial scan could not remove the infection, but a
subsequent manual scan using updated signatures could remove the infection.

8.4 Configuring Local Antivirus Settings

To configure local DriveLock Antivirus settings, click the submenu Settings.
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Settings

Excluded folders @
Excluded files {E] @
Excluded file types {extensions) @
Realtime scanning settings
Scan action [Disinfect (Quarantine on failure) ']
Macro disinfection level [Remove detected infected macros "]
Heuristics level [Normal heuristics ']
Options [¥] Perform extended disinfection
; &f Apply
Settings data refreshed

The options on this page determine the behavior of DriveLock Antivirus during realtime scanning when files
are checked in the background as they are accessed by users.

On the Settings page you can define exemptions from realtime virus scanning on your computer. You can
exempt folders, single files or file types from scanning. Click the green Plus sign to add an exemption. Click
the red Minus sign to remove an exemption.

You can also define how DriveLock Antivirus responds to malware and infected macros it detects during
realtime scans, and the heuristics level used for malware detection. Heuristics is a malware detection method
that is used to identify potential malware that is not yet known to DriveLock Antivirus. This type of detection
uses certain characteristics of the file being checked to assess how it could impact the computer.

¢

Because the heuristics used to detect unknown malware are based on general
characteristics of files and progr ams
the incorrect classification of a legitimate file as malware. The higher the selected
heuristics level, the more likely it is that such false positives occur.

The following settings for realtime scanning are available:

1 Disinfect: Attempts to remove a virus from an infected file.

1 Disinfect (Quarantine on failure) (Default): Attempts to remove a virus from an infected file and
moves the file to quarantine if removal fails.

1 Delete (all infected files): Deletes all files that are infected. This includes all files, even those that
are not programs, such as graphics files or documents.

1 Delete (infected executables only): Deletes only program files that are infected. This only includes
programs that can be run directly, such as .EXE and .COM files.

1 Report only: No files are disinfected or deleted. Only a notification is displayed when an infection is
detected. Selecting this setting is not recommended.
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1 Quarantine: Moves the file into quarantine. The Quarantine is a protected location on the disk to
which only DriveLock has access. You cannot directly view files in quarantine or move them out of
guarantine.

The following options are available for macros, such as those contained in Microsoft Office documents:

1 Remove all macros if infection was found: When an infected file is detected, all macros are
removed from it.

1 Remove all macros: All macros are removed from a file as it is scanned. Use this option to prevent
the use of all macros in your organization.

1 Remove known variants of infected macros: Only macros that are classified as malware or that
are very similar to known malware (based on heuristics) are removed from files.

1 Remove detected infected macros (default): Only macros that are classified as malware are
removed from a file.

Heuristics is the method used to detect a virus based on it predicted behavior rather than matching antivirus
signatures. The following heuristics settings are available:

1 Disabled: Disables heuristics. Only malware matching a signature is detected. (Not recommended)

1 Only safe heuristics: Lowest heuristics level. The likelihood of false positives is low.

1 Normal heuristics: Standard setting. Good balance between detection level and reduction of false
positives.

Artificial intelligence heuristics: Second-highest heuristics level. False positives may occur.
Paranoid heuristics (false positives possible): Highest heuristics level. False positives are likely to
occur. This setting may be appropriate when scanning removable media from an unknown source,
such as a flash drive received from someone outside your organization.

f
f

Select the Perform extended disinfection checkbox to clean not only the file when a virus or malware is
detected but also all other methods used to spread the infection, such as registry values. When this option is
selected, DriveLock Antivirus attempts to completely remove all traces of the infection from the computer.

To save the changes you made, click Apply.

O DriveLock Status Overview

The Status menu is avail able if your organi zat i ous @fsdrivesonf i g
devices and policy settings. If this functionality is disabled in the policy, the Status menu does not appear.

The information that is displayed on the Status pages can be useful in troubleshooting problems such as
incorrectly locked drive or device. It is designed primarily to assist administrators and helpdesk personnel
gather information to identify the source of problems.
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Agent status

DriveLock Policy

Group Policy configuration Mot present, using local policy

Local Policy configuration System registry

Configuration version S

Other status

License (subscription) expires on  6/26/2012 Antivirus subscription:  5/4/2012

Configuration status

Full Disk Encryption

FDE Status Mot installed
FDE Version < none >
Recovery key status Envelope: Mot created

Key backup: Mot created
Drive encryption status

Drive Size Encryption state

@ Refresh

The submenu Overview contains information about the currently applied DriveLock policy, license data and
displays the most important information about Full Disk Encryption.
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Drives

A\ (FLOPPY) 3
B GEMERIC_FLOPPY_DRIVE @ c:1(5C5n)

YMware, YMware Virtual S

62:3b4c39bd00
DICATAED Miaorey Feshdrive 2038
MECYMWar YMware IDE COR10 gy -0 =2 Deaslin s =8

07000753104270b48

ﬂ Display properties. ..
@ Refresh

To view information about all currently connected internal and external drives, click the Drives menu. To view
detailed information about the currently active DriveLock policies that apply to a drive, double-click the drive.
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General ] Whitelist rules | Filter templates
B EA
“endor Memorex
Product Flashdrive 303B
Revision PrMAP
Serial number 0700078104270b48
Bus Use
Self-test status Unknown
Status Drive is locked for everyone.
Drive is locked for currently logged-in user.

L DKj [ Cancel

The Properties window displays details about the drive, the current status (locked/not locked) and the status
for the current user.
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Properties |- {meSm]
m Whitelist rules | Filter templates

The following file filter templates were evaluated when DriveLock applied the
configuration to the drive:

Whitelist rule Status / Reason

L g Built-in: LUSE bus connecte... Selected rule

Rule details
Description Built-in: USE bus connected drives
Unique identifier

Configuration object

Selection reason Built-in ["Removable drive locking'')
Rule status / reason  Selected rule

Comment

[ 0K ][ Cancel ]

Click the tabs Whitelist rules or Filter templates to view the whitelist rules or file filter templates applied to
the drive. This also displays which of the configured rules or filters are applied to the drive.
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Devices

=]

Intel(R) PRO{1000 MT Metwork
~4%= Connection

Metwork adapters

USE Root Hub

USE controllers

USB\ROOT_HUBRYIDB0S6&FI. ..

Generic USB Hub

USE controllers

USB\VID_OEOF&PID_000Z&RE...

Standard Enhanced PCI to USB

Host Controller

USE controllers

~y YMware YMaudio (YMALDIO)
@ {WDM)

Sound, video and game contr...
Communications Port (COM1)
®mg Ports (COM and LPT)
ACPT\PNPOSO1
LSI Adapter, Ultra320 SCSI 2000
== series, w/1020/1030
SCSI and RAID controllers

~ USB Input Device
w2z Human Interface Devices
USB\VID_OEOF&PID_O003&RE...

= Memorex Flashdrive 3038 USB
0] Device

@ Refresh

Intel(R) 82371ABJEB PCI to USB
Universal Host Controller
USE controllers

USE Root Hub
USE controllers
USB\ROOT_HUBZ0&YID1SAD. ..
USE Composite Device
USB controllers
USB\VID_OEOF&PID_0003&RE...
USB Mass Storage Device
USB controllers
USBA\VID_12F7&PID_1COORRE...
Printer Port {LPT1)
s Ports (COM and LPT)

ACPT\PNPO400
Communications Port (COM2)

®mg Ports (COM and LPT)
ACPI\PNPOSO1

\/ USB Input Device
Q’tﬁ Human Interface Devices
USB\VID_OEOF&PID_0003&RE...
e YMware, YMware Yirtual 5 SCSI
E\ Disk Device
¥ Drives
MNECYMWar YMware IDE CDR10
oo B ATA Device

m

The submenu Devices displays an overview of all devices that are installed on the computer. No further

details are available.
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Smartphones

DLXFIL4TDFJ3 (iPad)
a Firmware-Version: 4.3.1
IMEI: 012670001662622

ﬂ Display properties. ..
@ Refresh

Devices connected to the computer that are classified as smartphones are displayed under the submenu
Smartphones. Double-clicking on any of these devices displays detailed information about the device.
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Group Policy Objects

(7 wsus Muc (" " Default Domain Policy
<53} {CDBD390F-8502-42BF-91EE-,.. @iy {31B2F340-016D-11D2-945F-...

ﬂ Display properties. ..
@ Refresh

The submenu Group policy displays the Group Policy Objects (GPOs) that are currently applied to the
computer. Double-clicking any of the GPOSs displays detailed information about the GPO.
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