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Document Conventions 

Throughout this document the following conventions and symbols are used to emphasize important points 
that you should read carefully, or menus, items or buttons you need to click or select. 

 

 

Caution: This symbol means that you should be careful to 
avoid unwanted results, such as potential damage to operating 
system functionality or loss of data 

 

Hint: Useful additional information that might help you save 
time. 

 

Information: Additional information about the current topic 

italics 

Italics represent fields, menu commands, and cross-
references. 

C: \ >command 

A fixed-width typeface represents messages or commands 
typed at a command prompt. 

Cancel 

Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must 
press those keys at the same time. For example, ALT+R 
means that you must hold down the ALT key while you press 
R. 

ALT, R, U 

A comma between two or more keys means that you must 
press them consecutively. For example óALT, R, Uô means that 
you must first press the Alt key, then the R key, and finally the 
U key. 
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1 Using CenterTools DriveLock 

CenterTools DriveLock is a software solution for securing client computers. It can dynamically control access 
to drives (floppy disks, CD-ROM drives, USB flash drives, etc.) and the use of most other device types, such 
as Bluetooth, Palm, Windows Mobile, BlackBerry, smartphones). Configuration settings contain detailed rules 
about who can use which device and at what times. In addition, users can create and manage encrypted 
containers to securely store sensitive information and files. Entire removable drives, such as USB flash 
drives, can also be manually or automatically encrypted. The encryption functionality includes the burning of 
encrypted CDs and DVDs. Another important function of DriveLock is the secure deletion of files and folders 
to prevent recovery of deleted sensitive data. 

This manual describes all the functionality that is available to end users, unless it was deactivated in a central 
configuration by an administrator. The manual contains the following chapters: 

¶ The DriveLock User Interface 

¶ DriveLock Security Awareness Campaigns 

¶ Temporary Unlocking of Drives, Devices and Applications 

¶ Encrypting Data 

¶ Securely Deleting Data 

¶ Using DriveLock Antivirus 

¶ DriveLock Status Overview 

2 The DriveLock User Interface 

The DriveLock user interface is multilingual and lets users select a display language during installation or after 
starting the user interface. 

To start the DriveLock user interface, open CenterTools DriveLock from the Windows Start menu. 

 

Depending on settings that an administrator configured, the location of DriveLock 
files and Start menu shortcuts may differ from those specified in this manual. 
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The initial display of the DriveLock user interface displays one of the following: 

¶ The current status of DriveLock protection 

¶ A message configured by your system administrator 

¶ A DriveLock security awareness campaign element, such as a graphic, a Web site or a video 

The menu lets you access various DriveLock functions. It includes a main menu at the top and a context-
specific submenu below. To display a submenu, click the main menu item at the top. To access the available 
functions, click the appropriate submenu item. 

 

The options that are displayed and available may be limited based on your 
organizationôs DriveLock configuration. This manual describes all functions that 
may be available. 

To change the language, click Change language. 

 

DriveLock 7 also includes the configuration wizards and tools from previous 
DriveLock versions. If the DriveLock icon is displayed in the system tray, you can 
access these tools by right-clicking the icon. However, the new DriveLock 7 user 
interface is easier to use and enables new functionality. 
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3 DriveLock Security Awareness 
Campaigns 

Starting with DriveLock 7, the DriveLock user interface can display centrally configured security awareness 
campaign information that administrators can use to regularly educate users about important security issues 
and other topics. This is used to improve the security awareness of employees, enabling them to participat in 
securing the organizationôs data and information. 

Campaign information can be displayed either after the operating system is started or after DriveLock is 
started, according to an organizationôs central DriveLock configuration policy. This policy also includes the 
frequency and order at which such information is displayed. Security campaign content may include plain text, 
graphics, videos and Web pages. 

         

Here are two examples of graphics that explain security-relevant issues. Important messages may require 
you to confirm that you have viewed them. To close such a message, click the corresponding button. 

If your organizationôs configurations allow it, you can also initiate the viewing of security campaign 
information. To do this, on the Home main menu, click Security awareness. 

4 Temporary Unlocking of Drives, 
Devices and Applications 

DriveLock controls the use of removable drives, devices and applications according to a centrally configured 
policy. If you need to use a drive, device or application that has been blocked, you can ask an administrator or 
helpdesk personnel to assist you with unlocking it. 
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Unlocking can be performed online or offline. For online unlocking, an administrator connects to your 
computer over the network and unlocks the drive, device or application according to company policies. No 
action on your part is required. For offline unblocking, no network connection is required. Instead, a 
challenge/response mechanism is used: You need to generate a request code from which your administrator 
creates an unlock code that you enter on your computer. 

4.1 Temporary Unlocking Using the User Interface 

To unlock drives, devices and applications on computers that are not connected to the company network, use 
the following procedure. The process requires both the user and the administrator to complete separate tasks. 
The administrator tasks are described in the DriveLock Administration Guide. 

 

If you are connected to the company network, instead contact your DriveLock 
administrator or helpdesk who can unlock the Agent on your computer by using a 
remote connection. 

To initiate the unlocking process, on the Home menu, click Unlock Agent. 

 

You will need to provide the displayed computer name and request code to the administrator. After the 
administrator has created the unlock code and given it to you, enter this code in the corresponding fields and 
then click Unlock. 
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The length of the unlock code may vary based on your companyôs configuration. 

If the unlock code was entered correctly, a message appears, informing you that locking has been suspended 
for the period set by your administrator. You can now access the desired drive, device or application until the 
unlocking period expires. 

4.2 Temporary Unlocking Using the Unlock Computer 
Wizard 

To start the ñUnlock computerò wizard, from the Start menu, go to ñControl Panel (classic view)ò and double-
click CenterTools DriveLock. 

If the DriveLock icon is displayed in the system tray you can also start the wizard by right-clicking the icon and 
then selecting ñTemporarily unlockéò. 

 

The unlock wizard opens. 
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To change the language that the wizard uses, click ñChange languageò. 

Click Next to continue. 

The next window contains contact information that was configured by your administrator. Read the message 
and then click Next. 

 

Contact your administrator and provide the computer nameò and request code from the wizard. The 
administrator will provide you with a temporary unlock code. 
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Depending on your organizationôs DriveLock configuration, the length of the 
response code may vary. 

After receiving the unlock code, type it and then click Next.  

 

The code provided by your administrator for unlocking the DriveLock Agent is 
only valid for a certain period. If you donôt complete the process within this time, 
restart the ñUnlock computerò wizard to generate a new request code and contact 
your administrator again. 

After DriveLock verifies that the unlock code is valid, it unlocks drives devices or applications for the period 
that your administrator specified. 

Click Finish to close the wizard. 

5 Encrypting Data 

DriveLock contains encryption features that let you encrypt sensitive information easily, quickly and securely. 
You can create and manage encrypted drives that consist of container files (encrypted archives). Access to 
these containers is secured by passwords. Each encrypted container can be accessed by typing a user 
password that is unique to the drive. In addition, a centrally configured password recovery mechanism 
enables data recovery and provides access to the data when a userôs password is not available. In addition, 
an offline password recovery mechanism lets administrators provide users with an authorization code for 
changing the password if the original password was lost. 

When you create an encrypted drive, all data, such as files and folders, and all empty space are encrypted. 
The encryption algorithm you select when you create the drive determines how data on it is encrypted. 

A DriveLock container file has a .DLV extension. You can save a container file on all types of storage devices, 
including flash drives and hard drives, as well as on network shares. Before you can access a container file, 
DriveLock mounts it as an encrypted volume and assigns it a pre-defined or user-selected drive letter. One 
mounted, you can use an encrypted volume like any other drive in Windows. 

5.1 DriveLock Encryption Algorithms 

DriveLock supports the following encryption algorithms: 

¶ AES ï The Advanced Encryption Standard (AES) is a symmetric encryption mechanism that was 
chosen by the National Institute of Standards (NIST) as successor to DES and 3DES in October 
2000. It is also called the Rijndael algorithm for its developers Joan Daemen and Vincent Rijmen. 

¶ Triple DES ï Triple DES (3DES) is a symmetric encryption method based on the older DES (Data 
Encryption Standard) but works with twice the key length (112 bit) of its predecessor. Data is 
encrypted using three successive DES operations. Because of the key length, 3DES is regarded as a 
relatively safe method for encrypting most data, unlike DES, which is more susceptible to brute- force 
attacks. 

¶ Blowfish ï This is a fast algorithm offering exceptional performance, especially on 32-bit-systems. 
One advantage of Blowfish is its variable key length (32 to 448 bits). Blowfish was first introduced in 
1994 and is considered very secure. 

¶ Twofish ï Twofish is the entry in the AES competition by Counterpane Systems (the company of 
renowned cryptography expert Bruce Schneier). This algorithm uses a block size of 128 bits and can 
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utilize key lengths from 128 to 256 bits. Twofish is extremely fast: on a Pentium-class CPU each byte 
is encrypted using only 18 CPU cycles. Twofish has been tested extensively without finding any 
weaknesses. 

¶ CAST 5 ï CAST is a symmetric block cipher with a block length of 64 bits and a key length from 40 to 
128 bits. The CAST algorithm is named after its developers and a patent application for it was filed in 
1996. Because of its higher speed compared to DES, CAST is well-suited for real time applications. 
When used with key lengths from 80 to 128 bit, the algorithm is referred to as CAST 5. 

¶ Serpent ï Serpent is a symmetric key block cipher that was a finalist in the Advanced Encryption 
Standard (AES) contest, where it came in second to Rijndael. Serpent was designed by Ross 
Anderson, Eli Biham, and Lars Knudsen. Like other AES submissions, Serpent has a block size of 
128 bits and supports a key size of 128, 192 or 256 bits. Serpent was widely viewed as taking a more 
conservative approach to security than the other AES finalists, opting for a larger security margin. The 
Serpent cipher has not been patented. It is completely in the public domain and can be freely used by 
anyone without restrictions. 

DriveLock doesnôt store passwords. Instead it calculates a unique value (hash) that allows it to determine 
whether the password you type to access an encrypted drive is correct. DriveLock can use the following hash 
algorithms to perform this calculation: 

¶ SHA-1 ï This algorithm was developed by NIST (National Institute of Standards and Technology) in 
cooperation with the NSA (National Security Agency) as the secure signing hash function of the 
digital signature algorithm (DSA) for the Digital Signature Standard (DSS). Published in 1994, Secure 
Hash Standard (SHS) specifies a secure hash-algorithm (SHA) with a hash value of 160 bits for 
messages with a size of up to 264 bits. SHA is similar to the MD4 algorithm developed by Ronald L. 
Rivest. There are three SHA versions, SHA-0, SHA-1 and SHA-2. The SHA-2 family uses an identical 
algorithm with a variable digest size. Depending on this digest size, the algorithm is called SHA-224, 
SHA-256, SHA-384 or SHA-512.. 

¶ RIPEMD-160 ï RIPEMD-160 was developed by Hans Dobbertin, Antoon Bosselaers and Bart 
Preneel and published 1996. It is an improved version of RIPEMD (based on MD4) and comparable 
to SHA-1 in security and speed. This algorithm is less likely to contain security holes because is 
development process was more open than that of SHA-1. 

¶ WHIRLPOOL ï Whirlpool is a cryptographic hash function designed by Vincent Rijmen (co-creator of 
the Advanced Encryption Standard) and Paulo S. L. M. Barreto. The hash has been recommended by 
the NESSIE project. It has also been adopted by the International Organization for Standardization 
(ISO) and the International Electrotechnical Commission (IEC) as part of the joint ISO/IEC 10118-3 
international standard. 

For organizations that require compliance with the Federal Information Processing Standard (FIPS), 
DriveLock includes modified implementations of some of these algorithms. When selecting one of these 
algorithms, an embedded FIPS 140-2 validated cryptographic module (Certificate #1051) running on a 
Windows platform per FIPS 140-2 Implementation Guidance section G.5 guidelines is used. 

5.2 Managing Encrypted Volumes 

Once a container file has been mounted as a volume, Windows assigns it a drive letter and it appears like any 
other drive in Windows. To manage encrypted volumes, on the Encryption menu, click My encrypted 
volumes. DriveLock displays all mounted encrypted volumes and the drive letters assigned to them. Recently 
used encrypted volumes that are not currently mounted are also displayed. 
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Based on your organizationôs configuration, the menu may not include 
Encryption. Contact your system administrator if you need to manage encrypted 
volumes and cannot access the menu. 

To mount a recently used volume, double-click the volume. 
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Type the container password and then click Mount to mount the container using the drive letter displayed. 
You can change the drive letter that will be assigned by Windows to the volume, unless this is disabled by 
your organizationôs policy. 

To remove a volume from the list, right-click the volume and then click Remove from list. 

If the system tray contains a DriveLock icon you can also right-click the icon and then click Manage 
encrypted volumes. 

 

The Manage encrypted volumes window used in previous versions of DriveLock opens. From here you can 
access all options for managing DriveLock and start various wizards. These wizards can also be accessed 
directly by right-clicking the DriveLock icon in the system tray. To mount a volume from this window, double-
click it. To remove a volume, right-click it and then click Remove from list. 

5.2.1 Creating an Encrypted Volume 

With DriveLock you can create new encrypted containers and mount them as a drives where you can store 
sensitive data. 
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To create new encrypted volume, click Create a new encrypted container or, on the Encryption submenu, 
click Create. 
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If you select a removable drive, such as a flash drive, DriveLock automatically sets the suggested container 
size to fill all available space on the drive. You can change the suggested size and specify a different 
container size, up to the maximum available disk space. 

 

DriveLock selects a container size that ensures that enough space remains 
available to copy the Mobile Encryption Application to the removable drive. 

After selecting the container file name and size, type the password for the container and then confirm the 
password by typing it again. 

Password may include the following characters: 

¶ Uppercase letters (A-Z) 

¶ Lowercase letters (a-z) 

¶ Numbers (0-9) 

¶ Special characters (e.g. !,$, #, \ or &) 

You can also use a passphrase that consists of multiple words and punctuation instead of a password. 
Passphrases are typically easier to remember than long complex passwords. If your system administrator 
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock 
notifies you of this requirement. Once the complexity requirement is met, a green check mark appears. 
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To change the encryption algorithm, volume name or file system of the container, click Advanced settings. 
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Select the encryption algorithms and then select FAT or NTFS for the file system. A certain minimum size is 
necessary to support the file system you select (FAT: 100 KB; NTFS: 3072 KB). To create a container larger 
than 4GB, select NTFS because FAT only supports drives up to this size. 

 

You may not be able to change some of the fields if your system administrator 
has already centrally configured some settings. 

 

A cluster is a logical unit of blocks on a disk. Normally the file system reads and 
writes files by accessing entire clusters and canôt address single blocks or bytes 
contained within a cluster. Therefore, files always use space in multiples of the 
cluster size. On drives with large clusters, the operating system can access large 
files more efficiently and creates less fragmentation. However, using a large 
cluster size on drives that store many smaller files can result in wasted storage 
space. 

Click OK to accept the selected settings. 

On the Create encrypted volume page, click Create to create the encrypted container. 
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To mount the container and add it as a drive in Windows, select the Mount volume as checkbox and then click 
OK. If the volume was not formatted, Windows will prompt you to format the volume after it has been 
mounted. 

DriveLock 7 also includes the same integrated wizard for creating an encrypted volume used by previous 
versions. To start the wizard, click ñStart Ą Programs Ą CenterTools DriveLock Ą Create encrypted 
volumeò, or use the ñManage encrypted volumesò menu. If the DriveLock system tray icon is available, you 
can also right-click it and then click ñCreate encrypted volumeò. 

The options available in the wizard are identical to those in the DriveLock user interface. 

5.2.2 Connecting Encrypted Volumes 

To connect (mount) an encrypted volume, on the Encryption main menu, click Mount. 
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Click one of the recently used volumes to have DriveLock automatically select the corresponding container 
file. To connect a volume that is not displayed, click ñéò and then select the desired container file. 

Type the container password and select the drive letter to use. After you click Mount, the volume becomes is 
mounted and can be used. 

Alternate methods to mount an encrypted volume or an encrypted partition include the wizard that was also 
included in previous versions of Windows. 

To mount an encrypted volume using the Mount encrypted volume wizard, start the wizard by performing one 
of the following steps: 

¶ Click ñStart Ą Programs Ą CenterTools DriveLock Ą Mount encrypted volumeò. 

¶ If the DriveLock system tray icon is available, right-click the icon, and then click ñMount encrypted 
volumeò. 

¶ In the Manage encrypted volumes program, double-click a previously connected drive. 

¶ In Windows Explorer, double-click a *.dlv file. 

¶ In Windows Explorer, right-click a *.dlv file and then click ñMountò. 

 
If a volume has already been mounted, only the option ñUnmountò is available. 
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Availability of menu items can vary, depending on your central configuration 
settings. If an item does not appear, your system administrator may have 
disabled it. 

5.2.3 Disconnecting an Encrypted Drive 

To disconnect (unmount) an encrypted drive, perform one of the following steps: 

¶ In the DriveLock user interface, select the Encryption main menu and then select the My encrypted 
volumes submenu. Right-click a currently mounted volume and then click Unmount. 

 

¶ In Windows Explorer, right-click an encrypted volume, and then click ñUnmountò. 

¶ In Windows Explorer, right-click a *.dlv file, and then click ñUnmountò. 

¶ Click ñStart Ą Programs Ą CenterTools DriveLock Ą Unmount encrypted driveò 

¶ If the DriveLock taskbar icon is available, right-click the icon, and then click ñUnmount encrypted 
driveò. 

The Unmount-Wizard starts, if you used one of the last two options. 

 

Availability of menu items can vary, depending on your central configuration 
settings. If an item does not appear, your system administrator may have 
disabled it. 
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Select the volume to unmount, or to disconnect all currently attached volumes, select ñUnmount all encrypted 
volumesò. 

Select the ñForcibly unmount volumesò check box to unmount the volume even if files on it are still in use by a 
program running on your computer. 

 

Always close all files that are in use before disconnecting an encrypting drive. 
Unmounting or removing an encrypted drive while files on it are opened may 
result in damaged files and loss of your data. CenterTools is not responsible for 
any data loss. 

After the volume has been disconnected, click Finish to close the wizard. 

5.2.4 Changing a Password 

To change the password of an encrypted drive, use one of the methods described in this section. 

In the DriveLock user interface, on the Encryption main menu, click Change password. 

 

Type the current password, the new password, and then confirm the new password. 

Password may include the following characters: 

¶ Uppercase (A-Z) 

¶ Lowercase letters (a-z) 

¶ Numbers (0-9) 

¶ Special characters (e.g. !,$, #, \ or &) 
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If the new password and confirmation are identical and meet your organizationôs password strength 
requirements, the ñChange passwordò button becomes available. Otherwise a message is displayed notifying 
you why your password choice is not allowed. Click the Change password button to change the password. 

DriveLock 7 also includes the same wizard for changing a volume password that was included in previous 
versions. To start the wizard, use one of the following methods: 

¶ Click ñStart Ą Programs Ą CenterTools DriveLock Ą Change encrypted volume passwordò 

¶ If the DriveLock system tray icon is available, right-click the icon, and then click Change encrypted 
volume password. 

¶ In the Manage encrypted volumes program, right-click the drive, and then click Change password. 

The Change volume password wizard starts. 

 

Availability of menu items can vary, depending on your central configuration 
settings. If an item does not appear, your system administrator may have 
disabled it. 

After changing the password, click Finish to close the wizard. 

5.2.5 Deleting Encrypted Containers 

The easiest way to delete encrypted containers is by deleting the container file in Windows Explorer. Before 
you delete the container file, ensure that it is not currently mounted as a volume. If required, unmount the 
volume before deleting the container file. 

You can also delete the *.DLV file by using the secure deletion function of DriveLock. (For more information 
about secure deletion, refer to the section ñSecurely Deleting Dataò.) 

5.3 Password Recovery for Encrypted Containers 

If you forgot the password for an encrypted container, or if the password is not available for another reason, 
you can use one of recovery mechanisms provided by DriveLock to gain access to the data stored in the 
encrypted container. Your organizationôs recovery policy determines which recovery mechanisms are 
available. To use the first recovery method, mount the container using an administrative password and then 
access the data. The second recovery method is certificate-based recovery, which has the following 
advantages: 

¶ Password recovery is possible even when you donôt have physical access to the encrypted container. 
An administrator can create a recovery code that enables you to change the password. This recovery 
code can be provided by telephone. 

¶ To recover a password you donôt need to obtain the administrative password from an administrator or 
your helpdesk, and the person who knows the administrative password does not need to have 
physical access to the encrypted container. 

The challenge/response procedure that is used for offline password recovery is similar to the procedure that is 
used to give temporary access to locked drives and devices. First, you run a wizard to create a challenge 
code. Then an administrator or helpdesk employee uses the DriveLock Management Console to create the 
corresponding response code. Finally, you type the response code into the wizard. After the wizard validates 
the response code, you are prompted to provide a new password. 

To start the challenge/response process, under the Encryption main menu, click Recover. 
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Select the container file for which you want to recover the password or, if the container is not displayed, click 

ñéò and then select the file. 

You can also use the password recovery wizard that was available in previous versions of DriveLock. You can 

start the wizard using one of the following methods: 

¶ Click ñStart Ą All Programs Ą CenterTools DriveLock Ą Recover Encrypted Volumeò. 

¶ If the DriveLock system tray icon is displayed, right-click this icon and then click Recover Encrypted 

Volume to start the wizard. 



 

   Page  21 

 

 

Availability of menu items can vary, depending on your central configuration 
settings. If an item does not appear, your system administrator may have 
disabled it. 

 

Click Next. 

Select the container file or partition for which you want to recover the password and then click Next. 
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Select offline recovery or recovery using the recovery certificate and private key and click Next. 

 
If one of the recovery methods is unavailable, an administrator disabled it. 

5.3.1 Offline Password Recovery 

If the recovery certificate and private key are not available, select Recover offline. Before continuing, contact 
an administrator or your helpdesk. The wizard may display contact information provided by your administrator. 
Provide the request code to the person who is assisting you and then click Next. 

Type the response code that is provided by the administrator or helpdesk personnel assisting you. The wizard 

notifies you if the response code is incomplete or invalid. When the wizard indicates that the response code is 

valid, click Next. 

Type and confirm the new password for the encrypted container. DriveLock examines the password as you 
are typing it and alerts you if the password does not meet your organizationôs password policy. If the 
passwords match and the password meets your organizationôs requirements, you can continue to the next 
wizard page. Click Next. 

Click Finish to close the wizard. 

5.3.2 Online Password Recovery 

If you have access to the encryption certificate and corresponding private key, select Recover online and then 

click Next. 

Provide the path to a file that contains the certificate and private key. Select Smart card or Certificate store of 
current user if the certificate and private key are stored in one of these locations. 

Click Next. 
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If you selected to use a certificate on a smart card, further steps are required. Details depend on the smart 
cart used. 

Type and confirm the new password for the encrypted container. DriveLock examines the password as you 
are typing it and alerts you if the password does not meet your organizationôs password policy. If the 
passwords match and the password meets your organizationôs requirements, you can continue to the next 
wizard page. Click Next. 

Click Finish to close the wizard. 

5.4 Using the Mobile Encryption Application 

To use a DriveLock-encrypted drive that is based on a container file on a computer that does not have 
DriveLock installed, use the Mobile Encryption Application (MEA). The MEA is a small program 
(DLMobile.exe) that doesnôt require any installation steps and puts no files on the computer you run it on. 

Use the MEA to mount and unmount encrypted containers and access them in Windows using drive letters. If 
you run MEA using an account that does not have local administrative rights, you canôt access the encrypted 
drive using a drive letter. Instead, you can view the contents of a container in a window and export or import 
files and folders. 

5.4.1 Copying the Mobile Encryption Application 

On the Encryption main menu, click Other. 
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Type or select the path to the folder where you want to copy the Mobile Encryption Application. This can be 
any folder, including a flash drive that already contains an encrypted container file. 

 

Approximately 5.48 MB of available space are required for the files that are 
required by the MEA, including the 32-bit and the 64-bit version of the program. 

In addition to the DriveLock user interface you can also use a wizard that was included in previous versions of 
DriveLock to copy the MEA. 

To start the wizard, click ñStart Ą Programs Ą CenterTools DriveLock Ą Create Mobile Encryption 
Applicationò. If the DriveLock system tray icon is available, you can also right-click it and then click ñCreate 
Mobile Encryption Applicationò. 

 

Availability of menu item can vary, depending on your central configuration 
settings. If an item does not appear, your system administrator may have 
disabled it. 

Type the location to store the Mobile Encryption Application, or to select a location, click ñ…ò. 

When the MEA has been copied to the desired location, click Finish to close the wizard. 

5.4.2 Using the Mobile Encryption Application 

To start the Mobile Encryption Application, double-click the program file (DLMobile.exe). 

 

Click Change language to change the current language. 

Click Mount encrypted volume to mount a drive by using the wizard described in the section ñConnecting 
Encrypted Volumesò. 

Click Unmount encrypted drive to disconnect an encrypted drive by using the steps described in the section 
ñDisconnecting an encrypted driveò. 
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Click Open encrypted volume to open a container file and view its contents. Use this button to access files 
on an encrypted drive when you donôt have administrative rights on the local computer. The following steps 
describe the procedure for accessing an encrypted drive using this method. 

 

Type or select the name of the encrypted container file, type the encrypted drive password, and then click 
OK. 

 

If you start the MEA from a location that also contains a file with the extension 
.dlv, the program automatically attempts to open this container and will 
immediate prompt for the password. The MEA also automatically checks whether 
the current user has local administrative rights and displays the appropriate 
option (Mount or Open). 

 

To copy files or directories to a local disk, select one or more items, click Export, and then select the folder 
where you want to store the files. 

Click Import to copy files from a local disk or network location to the encrypted container. 

You can also use drag-and-drop to copy files to or from the container. 
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To create a new top-level folder, right click the top node (container file name) and then click New folder. To 
create a sub-directory, right click an existing folder and then click New folder. 

Type the name of the new folder and click OK. 

 

To delete a file or folder, right click it and then click Delete. 

Click Close to close the Mobile Encryption Application. 

If you detach a removable drive containing a mounted volume from your computer, MEA automatically 
unmounts the volume. 
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5.5 Creating an Encrypted CD or DVD 

The encryption features of DriveLock can be used to store sensitive information in an encrypted container, 
either on a removable drive or the local hard disk. You can also copy such container files to a recordable CD 
or DVD by using third-party products or native Windows functionality. 

DriveLock includes a wizard that assists you in creating an encrypted recordable CD or DVD. Use this wizard 
to select the files to be encrypted and to specify an encryption password. DriveLock then creates an 
encrypted container, copies the files to it and burns this container to the media. You can also specify whether 
DriveLock adds the Mobile Encryption Application to the CD or DVD to allow easy access to the data on a 
computer where DriveLock is not installed. 

To start the wizard, in the DriveLock user interface under the Encryption main menu, select the Other menu, 
and then click Launch wizard. 

 

You can also start the wizard by going to ñStart Ą Programs Ą CenterTools DriveLock Ą Record encrypted 
mediaò. If the DriveLock system tray icon is available, you can also right-click it and then click Record 
encrypted media. 
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Click Next. 

If your computer doesnôt meet the prerequisites for recording a disk, the wizard alerts you of the problem: 

 

The CD/DVD recording wizard requires that the Image Mastering API (IMAPI 
v2.0) is installed on your computer. See http://www.microsoft.com  for 
information on how to obtain this system component for Windows XP. Windows 
Vista and later versions already include this component. 

 

Select a recording device from the list and then click Next. 

http://www.microsoft.com/
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Use the available buttons to add files or folders to the list of items you want to encrypt. 

When you select a folder, all files and folders in it will also be copied and encrypted. 

Click Next after you have added all files and folders to copy to the CD or DVD. 

 

Select the file system, cluster size and the volume label for the encrypted volume and then click Next. 
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Select the encryption and hash algorithms to be used for encryption and then click Next. 

 

Type the password to be used for the encrypted drive, and then confirm the password by typing it again. If 
both entries are identical and meet your organizationôs password strength requirements, the ñNextò-button 
becomes available. 

The strength of a password is determined both by its length and the number of unique characters it contains 
(complexity). As you type the password, DriveLock analyzes both and displays an estimate of the password 
strength. 

Password may include the following characters: 

¶ Uppercase letters (A-Z) 
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¶ Lowercase letters (a-z) 

¶ Numbers (0-9) 

¶ Special characters (e.g. !,$, #, \ or &) 

You can also use a passphrase that consists of multiple words and punctuation instead of a password. 
Passphrases are typically easier to remember than long complex passwords. If your system administrator 
configured a requirement for minimum password strength or defined a password complexity policy, DriveLock 
notifies you of this requirement on this wizard page. 

Click Next to continue. 

 

If you want the disc to be finalized select the Finalize disc checkbox. Once a disc has been finalized you can 
no longer add data to it. Finalizing a disc may be required to enable certain disk drives to read it. 

When you use a re-writeable disk you can select to erase data from the media first. If you want to keep 
existing files but encrypt these files in addition to files you added, select the ñEncrypt existing dataò checkbox. 

Click Next to continue. 

DriveLock creates the encrypted disk. 

When the wizard has finished writing to the disk, click Finish to close the wizard. 

6 Securely Deleting Data 

When you delete files or folders by using Windows Explorer, the data contained in them is not destroyed but 
Windows only deletes the corresponding entries in the file system. Many programs exist to recover such 
deleted files and make the data accessible again. 

Erasing sensitive or confidential files normally requires that the data is made permanently inaccessible. To 
prevent recovery of the data DriveLock can delete files and folders securely. To prevent recovery of the data 
DriveLock overwrites the files with random data. The deletion algorithm you select determines how many 
times the data is overwritten and how the random data is generated. 
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Securely deleting files by overwriting the data multiple times can take a long time 
to complete, especially if files are located in a network location. 

To securely delete a file or folder, in Windows Explorer right-click it, and then click Secure delete. 

 

Select the algorithm to use for erasing the data and then click Yes to start deleting the file. 
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If you canôt select the deletion method, your system administrator has pre-
selected it. 

7 Managing User-Defined Network 
Profiles 

DriveLock can use a network configuration policy in conjunction with a network location to change certain 
computer settings automatically after identifying a network. Such a policy defines how the following types of 
settings are configured: 

¶ Internet Explorer LAN settings 

¶ Windows Live Messenger / MSN Messenger settings 

¶ Default printer 

DriveLock can also refresh the Group Policy for the computer and the user when it detects a network location 
change, execute a program or run a script. 
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When private network profiles are enabled, you can also right-click the network profile system tray icon and 
then select Manage profiles from the popup menu. 

 

A dialog box opens and displays the centrally defined profiles and the userôs private profiles. 

 

 

You cannot view or change pre-defined profiles that are defined in a DriveLock 
policy. 

To create a new private profile, click New. Double-click an existing profile to edit it in the following dialog box: 
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Select your own tray symbol for the taskbar and enter a comment (optional). 

In the Profile description field, type a name for the profile and type an optional descriptive comment. 

Click on the other tabs to configure network detection, proxy server, Microsoft Messenger and optional 
settings. 

On the ñNetworkò tab, configure the location by providing its IP settings, such as an IP address range. 
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You can import the network setting from one of the current network connections or type the information. 
Select one or more address criteria, such as the IP address range, the name of the primary DNS domain, the 
default gateway address or the DHCP server address. 

In the network profile settings dialog box, click the Proxy tab. 
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To configure proxy server settings for Internet Explorer, select the ñAdjust proxy settingsò checkbox, and then 
import the current settings from Internet Explorer or enter other settings. (See the Internet Explorer 
documentation for more information about how to configure Internet Explorer proxy settings.) 

Click the MSN Messenger tab and then select the ñAdjust MSN Messenger settingsò checkbox to enable 
automatic configuration of Messenger settings, and then select the appropriate settings, or import the setting 
from your local Messenger configuration. 
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Type a status message and select an image to be displayed to your Messenger contacts. To change the 
display picture, select Change display picture and then click ñ…ò to the right of the field to select an image 
file. 

(Refer to the Windows Live Messenger and MSN Messenger documentation for more information about how 
to configure these programs.) 

To change the default printer, click the ñOtherò tab and then select the Change default printer checkbox. 



 

   Page  39 

 

Select a printer from the dropdown list. 

To refresh the Active Directory Group Policy for the computer or user after a connection to the network has 
been detected, select the corresponding checkboxes. 

DriveLock can run a command each time it detects a new network connection. A command can be any 
program that you can run from a command line, including program files, (.exe), Visual Basic scripts (.vbs) and 
scripts for the new Windows PowerShell. This enables a wide range of actions to be performed when a 
network connection is detected. 

 

To start a VB script, you must type the complete path to the script file (for 
example, ñcscript C:\Program Files\scripts\myscript.vbsò). 

Click the ñéò button to select a script file and insert its name at the current cursor position. 

8 Using DriveLock Antivirus 

If DriveLock Antivirus is installed on your computer and enabled using your organizationôs DriveLock policy, 
you can use the main menu item Antivirus to use the functionality described in this chapter. 
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Depending on your organizationôs policy, only some of the functionality described 
in this chapter may be available to you. 

Click the Overview menu to display status information about DriveLock Antivirus. 

 

To check whether new antivirus definitions are available and to automatically install the newest definitions, 
click Start definition update. 

The options to deactivate virus scanning and to update definitions from a file are only displayed if an 
administrator has made them available to users. The option to deactivate scanning may also be protected by 
a password that must be entered before scanning can be deactivated. 

8.1 Manually Scanning for Malware 

On the Overview page you can initiate an antivirus scan of your computer. 
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You can select from the following types of scans: 

¶ Quick Scan: Malware scan of the following pre-defined folders: My documents, Windows and 
temporary folders, including all subdirectories of these folders. 

¶ Full scan: Comprehensive scan of all local drives, including all subdirectories of these drives. 

¶ Custom scan: Malware scan of a folder that you select, including all subdirectories of this folder. 

If DriveLock finds any malicious software, a message informing you of the detection is displayed. 

 

8.2 Displaying Recent Malware Detections 

To display all malware detected in the last 24 hours, click Detections. 
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Select an infected file to view more information about it. 

8.3 Using the Antivirus Quarantine 

If an administrator enabled access to locally quarantined files, you can view these files by clicking the 
Quarantine submenu. 
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All infected files that were detected during the last 24 hours and placed into quarantine are displayed. You 
can select any of these files and use the available links to delete, re-scan or restore the file. 

Restoring a file is only possible if a previous scan successfully removed the infection. This could happen if a 
file was initially moved into quarantine because the initial scan could not remove the infection, but a 
subsequent manual scan using updated signatures could remove the infection. 

8.4 Configuring Local Antivirus Settings 

To configure local DriveLock Antivirus settings, click the submenu Settings. 
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The options on this page determine the behavior of DriveLock Antivirus during realtime scanning when files 
are checked in the background as they are accessed by users. 

On the Settings page you can define exemptions from realtime virus scanning on your computer. You can 
exempt folders, single files or file types from scanning. Click the green Plus sign to add an exemption. Click 
the red Minus sign to remove an exemption. 

You can also define how DriveLock Antivirus responds to malware and infected macros it detects during 
realtime scans, and the heuristics level used for malware detection. Heuristics is a malware detection method 
that is used to identify potential malware that is not yet known to DriveLock Antivirus. This type of detection 
uses certain characteristics of the file being checked to assess how it could impact the computer. 

 

Because the heuristics used to detect unknown malware are based on general 
characteristics of files and programs, they may result in ñfalse positivesò, which is 
the incorrect classification of a legitimate file as malware. The higher the selected 
heuristics level, the more likely it is that such false positives occur. 

The following settings for realtime scanning are available: 

¶ Disinfect: Attempts to remove a virus from an infected file. 

¶ Disinfect (Quarantine on failure) (Default): Attempts to remove a virus from an infected file and 
moves the file to quarantine if removal fails. 

¶ Delete (all infected files): Deletes all files that are infected. This includes all files, even those that 
are not programs, such as graphics files or documents. 

¶ Delete (infected executables only): Deletes only program files that are infected. This only includes 
programs that can be run directly, such as .EXE and .COM files. 

¶ Report only: No files are disinfected or deleted. Only a notification is displayed when an infection is 
detected. Selecting this setting is not recommended. 
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¶ Quarantine: Moves the file into quarantine. The Quarantine is a protected location on the disk to 
which only DriveLock has access. You cannot directly view files in quarantine or move them out of 
quarantine. 

The following options are available for macros, such as those contained in Microsoft Office documents: 

¶ Remove all macros if infection was found: When an infected file is detected, all macros are 
removed from it. 

¶ Remove all macros: All macros are removed from a file as it is scanned. Use this option to prevent 
the use of all macros in your organization. 

¶ Remove known variants of infected macros: Only macros that are classified as malware or that 
are very similar to known malware (based on heuristics) are removed from files. 

¶ Remove detected infected macros (default): Only macros that are classified as malware are 
removed from a file. 

Heuristics is the method used to detect a virus based on it predicted behavior rather than matching antivirus 
signatures. The following heuristics settings are available: 

¶ Disabled: Disables heuristics. Only malware matching a signature is detected. (Not recommended) 

¶ Only safe heuristics: Lowest heuristics level. The likelihood of false positives is low. 

¶ Normal heuristics: Standard setting. Good balance between detection level and reduction of false 
positives. 

¶ Artificial intelligence heuristics: Second-highest heuristics level. False positives may occur. 

¶ Paranoid heuristics (false positives possible): Highest heuristics level. False positives are likely to 
occur. This setting may be appropriate when scanning removable media from an unknown source, 
such as a flash drive received from someone outside your organization. 

Select the Perform extended disinfection checkbox to clean not only the file when a virus or malware is 
detected but also all other methods used to spread the infection, such as registry values. When this option is 
selected, DriveLock Antivirus attempts to completely remove all traces of the infection from the computer. 

To save the changes you made, click Apply. 

9 DriveLock Status Overview 

The Status menu is available if your organizationôs configuration allows you to view the status of drives 
devices and policy settings. If this functionality is disabled in the policy, the Status menu does not appear. 

The information that is displayed on the Status pages can be useful in troubleshooting problems such as 
incorrectly locked drive or device. It is designed primarily to assist administrators and helpdesk personnel 
gather information to identify the source of problems. 
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The submenu Overview contains information about the currently applied DriveLock policy, license data and 
displays the most important information about Full Disk Encryption. 
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To view information about all currently connected internal and external drives, click the Drives menu. To view 
detailed information about the currently active DriveLock policies that apply to a drive, double-click the drive. 
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The Properties window displays details about the drive, the current status (locked/not locked) and the status 
for the current user. 
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Click the tabs Whitelist rules or Filter templates to view the whitelist rules or file filter templates applied to 
the drive. This also displays which of the configured rules or filters are applied to the drive. 



 

   Page  50 

 

The submenu Devices displays an overview of all devices that are installed on the computer. No further 
details are available. 
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Devices connected to the computer that are classified as smartphones are displayed under the submenu 
Smartphones. Double-clicking on any of these devices displays detailed information about the device. 
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The submenu Group policy displays the Group Policy Objects (GPOs) that are currently applied to the 
computer. Double-clicking any of the GPOSs displays detailed information about the GPO. 

 


